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Disclaimer

This document contains material, which is the copyright of certain DANTE contractors, and may not be re-
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Executive Summary

The present document is a refinement of D12.2 - Dissemination Plan released at month 6, and of the D12.3-
First report on dissemination activities (released in M18) where the main purposes of the dissemination
activities, the targeted stakeholders of the project, the communication materials available and the main
channels to be used/already used in carrying out the dissemination activities, as well as the whole dissemi-
nation strategy are deeply illustrated.

The current deliverable has been continuously updated describing the dissemination activities performed by
the consortium in the reporting period from month 19 to month 30, in addition to what already implemented
from month 1 to month 18.

Section 1 recaps some preliminary information on the dissemination strategy and target users, while sections
2 and 3 summarize the actual activities performed in the reporting period from project month 1 to month
18, and from month 19 to month30, to disseminate its results. These are divided in traditional dissemination
activities (section 2) and link with sister projects (section 3). Section 4 finally describes the interaction with
the End User Advisory Board.
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1 Introduction

1.1 General objectives of the dissemination activities

The main general objectives of the dissemination activities of the DANTE project are the following:

To raise stakeholders’ awareness about the project and the achieved results;

To maximize the effectiveness of the communications towards stakeholder groups;

To undertake actions for broad dissemination of the project results to the relevant stakeholders;

To establish collaborations with related projects and to set up synergies when appropriate for creat-
ing cross synergies among European initiatives;

To promote and raise awareness of DANTE technical and scientific results towards scientific commu-
nity.

In order to fulfill and achieve theses general objectives, DANTE consortium has planned a set of actions aim-

ing at:

Defining and creating a set of dissemination means to be used in the dissemination activities to max-
imize the effectiveness of the spread messages and properly address stakeholders;

Planning a set of dissemination channels to be used for carrying out the activities and reaching spe-
cific stakeholder groups;

Defining a strategy to properly address stakeholders using the proper means with the correct mes-
sage and with the proper timing.

1.2 Target groups

The main target groups addressed by the DANTE project are the following:

Law Enforcement Authorities (LEAs) and governmental stakeholders mainly from the security and
fight-against-terrorism sector: this target group is the main stakeholder of the project since it repre-
sents the direct and main end user of the DANTE platform once realised. Furthermore, these stake-
holders are the most involved in the fight against crime and the ones who carry out investigations
and prevention.

ICT and web-related industry: companies directly involved in the technology fields within the scope
of the DANTE project will be addressed since as they are interested in the technologies implemented
by project partners and their possible end users.

Scientific and academic community will be among target groups given their interest in the scientific
advancement of the technologies implemented and demonstrated in the DANTE project.

Public at large: general public is also considered a key stakeholder group of the DANTE project since
European citizens have a great interest in the fight against terrorism and in the effectiveness of LEAs
and EU effort in ensuring safety and security in EU.

1.3 Dissemination strategy

Dissemination and communication activities are essential to guarantee to achieve a strong impact of the

DANTE results within stakeholder groups. According to the innovation aims and the scope of the project, the

dissemination activities are carried out paying due attention to the confidentiality, the property rights issues

9
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and the security of citizens at large. For this reason, only public information is disseminated and a strong
collaboration among partners is sought in order to have clear understanding and agreement about infor-
mation that can be published.

In order to maximise the impact and the effectiveness of the dissemination, the activities carried out and the
means and channels used have been selected among the available ones according to the specific communi-
cation and the specific stakeholder groups that have to be reached.

For this reason, the strategy of the dissemination drafted in this section is based on the typology of stake-
holder that partners want to address and it is inspired on the following criteria:

- Disseminating and valorising the project results and steps, increasing the awareness of the potential
targets and end users, through the participation to international events and the use of traditional
and online channels for public outreach;

- Involving the target audience identified and possibly interested to the purpose of the project, mainly
through workshops organised by the project with the support of the advisory board;

- Increasing the communication impact, through the consortium alignment to highlight/promote any
specific initiatives/results as well as establishing collaborations with other EU projects in the same
thematic area.

10
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2 Dissemination activities

The usage of diverse communication channels has the main aim to maximize the communication impact,
ensuring that the DANTE project will exploit many different kinds of events reaching many different kinds of
possible stakeholders.

The communication channels that are used are both based on the Internet and on the social networks, and
on traditional channels, such as conferences, industrial and security fairs, journals and traditional magazines.

2.1 Dissemination and attendance in conferences and scientific papers submis-
sions

In order to increase the impact of the dissemination and communication campaign of DANTE during the pro-
ject life cycle, the presence of the project in international conferences was ensured.

DANTE partners presented the achieved public results of the projects at the most relevant international con-
ferences related to the security sector and to the main technology areas within the scope of the DANTE
project. To this end, the most relevant conferences have been continuously monitored in order to have a
vision of the conferences where project results were presented.

In the first reporting period, the partners attended many national and international conferences and they

submitted many conference papers. Below are provided details about the papers submitted in journals
and in conference proceedings:

e The paper “Speaking Truth to Computational Power: Coding Non-Discrimination by Design”, writ-

ten by Thomas Marquenie and Erik Zouave, was submitted in the first reporting period. In January

2018 it was officially notified that it is currently under peer review for a special issue on Al from the

Online Information Review http://www.emeraldgrouppublishing.com/products/jour-

nals/call for papers.htm?id=7902. The paper was also presented in the Next Generation Commu-

nity Policing Conference 2017, October 2017, Heraklion, Greece: partner KUL presented the paper
“Speaking Truth to Computational Power: Coding Non-Discrimination by Design”, Thomas Marquenie
and Erik Zouave

e EISIC 2017, 10 September 2017, Dekelia Air Base, Attica, Greece: partner KUL submitted the paper
“An Inconvenient Truth: Algorithmic Transparency & Accountability in Criminal Intelligence Profil-
ing”, Erik Zouave and Thomas Marquenie (This paper presentation was implemented in the first re-
porting period, in the second it was published in IEEE _https://www.computer.org/csdl/proceed-
ings/eisic/2017/2385/00/2385a017-abs.html).

e lce2017, special session "Fighting against crime using video analysis”, 27-29 June 2017, Madeira,

Portugal: CERTH presented the paper "Incorporation of Semantic Segmentation Information in
Deep Hashing Techniques for Image Retrieval”. The paper has been published on Zenodo at the
following link: https://zenodo.org/record/1076432#.WpaxsOjwY-d.

¢ International Conference on Machine Learning and Data Mining, MLDM 2017, 15 July 2017, New

York, NY: accepted CERTH’s paper "Global Flow and Temporal-shape Descriptors for Human Action
Recognition from 3D Reconstruction Data“. The paper has been published on Zenodo at the follow-
ing link: https://zenodo.org/record/1087115#.WpayEejwY-d.

11
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Computers, Privacy & Data Protection 2018, January 2018, Brussels (Belgium): partner KUL
published the paper “You’ve been Measured, You’ve been Weighed & You've been Found
Suspicious - Biometrics & Data Protection in Criminal Justice Processing”, Erik Zouave, Jessica
Schroers: https://lirias.kuleuven.be/2347543 in the conference proceedings.

International Workshops on Hybrid Statistical Semantic Understanding and Emerging Semantics,
and Semantic Statistics co-located with 16th Extended Semantic Web Conference (ISWC 2017), 21-
25 October 2017, Vienna, Austria: partner ESI participated to a research workshop targeted to com-
puter science experts, with the paper “Towards a Vecsigrafo: Portable Semantics in Knowledge-
based Text Analytics”, R. Denaux and J. M. Gomez-Pérez, and an oral presentation of the project.
The paper is open access published on CEUR, available at http://ceur-ws.org/Vol-1923/article-

04.pdf. The full workshop proceedings are at http://ceur-ws.org/Vol-1923/.

During the first reporting period partners took part also in special sessions and they gave many oral presen-

tations in the following conferences:

ISS World Europe, 13-15 June 2017, Prague, Czech Republic: partner AGNI made a presentation en-
titled the "Voice Biometrics and Speech Technologies. A whole new offering for criminal identifica-
tion and intelligence", V. Gomis.

ISS World Europe, 13-15 June 2017, Prague, Czech Republic: partner VOC made a presentation enti-
tled the "Speech processing technologies for OSINT and COMINT" in which VOC presented the speech
processing research being done in the context of the DANTE project.

LT-Innovate: Invite talk and LT-Innovate Defense and Security Panel participant. Speech Technologies
for OSINT and COMINT. Lori Lamel, October 11, 2017 Brussels.

In the framework of the dissemination actions implemented, DANTE jointly organized with other H2020
project ASGARD, FORENSOR and SURVANT the event AVSS2017, the 14 IEEE International Conference on
Advanced Video and Signal based Surveillance, namely the Workshop entitled “Analysis of video and audio

“in the Wild” Addressing real-world data sources to support the fight against crime and terrorism” , which

took place from 29 August — 1 September 2017, in Lecce, Italy. More information are available at the follow-

ing link http://avss2017.vcl.iti.gr/ . Further details about this jointly activities can be found in the section

dedicated to Linking/interactions with other projects (Section 4).

In the second reporting period, the project partners attended many events, special sessions, workshops

and international conferences, where they submitted many conference papers, detailed as follows:

International Conference on Content-Based Multimedia Indexing (CBMI), 2018: partner CERTH
submitted the paper "Deep 3D flow features for human action recognition"”, Athanasios Psaltis,
Georgios  Th. Papadopoulos and Petros Daras, on November 1t 2018
https://zenodo.org/record/2551020#.XHUrbuhKhPY .

CERTH presented the paper A Reliability Object Layer for Deep Hashing-Based Visual Indexing in

the framework of the MMM19 in January 2019; Deep 3D Flow Features for Human Action Recogni-
tion was presented during the CBMI18 in September 2018; Deep Multi-modal Representation

12
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Schemes for 3D Human Action Recognition was presented in the framework of IEEE Transactions on
Circuits and System for Video Technology in 2018.

Partner AGNI presented the paper DANTE Speaker Recognition Module. An Efficient and Robust
Automatic Speaker Searching Solution for Terrorism-Related Scenarios (authors Jesus Jorrin and
Luis Buera) in the framework of MMM19, January 2019; the paper was also published in the
framework of the Lecture Notes in Computer Science book series, on December 2018:
https://link.springer.com/chapter/10.1007%2F978-3-030-05710-7 58.

Partner VOCAPIA published the paper Exploring Temporal Reduction in Dialectical Spanish: a Large-

Scale Study of Lenition of Voiced Stops and Coda-s in the framework of ISCA Interspeech 2018 and
the paper Challenges in audio processing of terrorist-related data during the MMM 19.

UTRC: Conference paper “Video summarization with LSTM and Deep Attention Models” written by
L. Lebron Casas and E. Koblents made in December 2018 and published in the framework of the
MMM 2019, available here: https://doi.org/10.1007/978-3-030-05716-9 6.

Partner PRAGSIS presented the paper Advanced Analytics Tool for Criminological Research of Ter-

rorist Attacks in the framework of the XXXIV Congress of the Spanish Society for Natural Language
Processing (SEPLN), which took place in September 2018 in Seville (Spain).

INNEN: Scientific paper in the framework of the MMM19: “A semantic knowledge discovery frame-
work for detecting online terrorist networks”, made by Daniele Toti, Luigi Lomastro, Rosario di Flo-
rio, Andrea Ciapetti, Giulia Ruggiero, Giuseppe Miscione in the journal ICEIS 2019.

Paperin the framework of ISCA Interspeech 2018: Exploring temporal reduction in dialectal Spanish:
a large-scale of study, made by VOCAPIA on September 2018.

DANTE partners attended many workshops, events and conferences where they also gave oral presenta-

tions of the project results. The list below provides more information about these actions implemented in

the second reporting period:

Partner INNOVATION ENGINEERING, CERTH, VOCAPIA, UTRC and AGNITIO attended the MMM19:
the Multimedia Modeling Conference 2019, which took place in Thessaloniki (Greece) from 8% to
11" January 2019.

VOX-POL CONFERENCE: VIOLENT EXTREMISM, TERRORISM, AND THE INTERNET: PRESENT AND FU-
TURE TRENDS was organized by VOX POP and took place in Amsterdam, 20 and 21 August 2018.
Partner PJ attended it.

Partner AIT participated in several conferences: the ECSO SWG 6.5 Meeting, held in Brussels (Bel-
gium) on 25" January 2019; the 8™ CYBER R&T AHWG Meeting, which took place in Brussels (Bel-
gium) on February 7%, 2019; the All Summit Conference, held in Vienna (Austria) on 22" February
2018; the IKT Sicherheitskoferenz, which took place in Albach on October 1%, 2018; the D-A-CH Ex-
pertentreffen Technologievorausschau Conference, held in Thun on 26 September 2018; the EB-
DVF18: The business of platforms: strategy in the age of digital competition, innovation and power,
on 13 November 2018, Vienna, Austria.

Workshop Odyssey 2018, 26-29 June 2018 in Les Sables d’Olonne, France, where AGNI participated.
Partner ENGINEERING attended the Octopus Conference on Cybercrime and Evidence, held in Stras-
bourg (France) from 11% to 13" July 2018, the Freedom and Security Conference, which took place
in The Hague (Netherlands) on 22" — 23" November 2018, the CPDP Conference 2019, held in Brus-
sels (Belgium) on January 2019 and the EBDVF18 conference, which took place in Vienna (Austria)
on 13" November 2018.

13
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e Partner INNEN attended the event Tecnologie informatiche per la Protezione delle Infrastrutture
Critiche, which took place in Rome on 12th December 2018 and will attend ICEIS Conference 2019,
which will take place from 3rd to 5th May 2019, in Heraklion, Greece.

e  Partner PROMT attended the exhibitions CeBit, held in Hannover in June 2018, and IFA which was
held in Berlin in August 2018.

e Partner VOCAPIA participated in the ISS World Europe 2018, which took place in Prague (Czech
Republic) from 5% to 7*" June 2018, during which made a presentation about the speech processing
research for OSINT and COMINT being done in the context of the Dante project.

e Partner UTRC attended the Analytics Conference 2018, held in East Hartford (USA) in May 2018 and
organized an internal seminar in UTRC premises (Ireland) with around 20 people.

e Partner AGNITIO attended the ISS Prague, which took place in Prague (Czech Republic) on June 6th
2018.

e Partner TRILATERAL RESEARCH participated in the 18th edition of the EUROCRIM: the Annual
Conference of the European Society of Criminology: Crimes Against Humans and Crimes Against
Humanity, Implications for Modern Criminology, held in Sarajevo (Bosnia) from 28th August to 2nd
September 2018.

e Partner KUL organized and attended several conferences: the Octopus Conference on Cybercrime
and Evidence, held in Strasbourg (France) from 11th to 13th July 2018, the Cyberspace as a Criminal
Enabler, held in Sarajevo on 31st August of 2018, the Freedom and Security Conference, which took
place in The Hague (Netherlands) on 22nd — 23rd November 2018, The Victims of Cybercrimes: legal
aspects on protection and liabilities, held in Jerusalem (Israel) on October 14th — 16th, 2018; CT2
Conference, held in Amman (Jordan) on 12th December 2018; CPDP Conference, held in Brussels
(Belgium) on February 1st, 2019.

e Partner RISSC gave a presentation “Transnational organized crime and terrorism: is there a nexus?”
in the framework of a training course organized by Representative John Cabot and UNICRI, 7-11 June
2018, Rome, Italy.

e Partner PRAGSIS participated in the XXXIV Congress of the Spanish Society for Natural Language
Processing (SEPLN), held in Seville (Spain) in September 2018.

e Partner EXPERT SYSTEM participated in the Tutorial on Hybrid Techniques for Knoledge-based NLP,
held in Monterey (California), on 8th October 2018.

e Partner CERTH organized the special session “Large-scale big data analytics for online counter-ter-
rorism applications” in the MMM19 (Multimedia Modeling Conference 2019), which took place in
Thessaloniki (Greece) from 8™ to 11*" January 2019. The special session was particularly tailored to
the core scientific and application targets of DANTE.

e The DANTE consortium participated and organized the final conference hold in Rome on 20" Febru-
ary 2019.

Other type of actions were implemented, for example the partner KUL published two articles on KULEVEN’s
website: Law Enforcement and personal data processing in Italy: implementation of the Police Directive and
The new DATA retentions law and the ICANN, WHOIS and GDPS: three elephants in the cyber room, available
at the following link https://www.law.kuleuven.be/citip/blog/.
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2.2 Dissemination in security fairs

A special attention was given to the dissemination actions implemented in the framework of the security
fairs, during the entire project lifetime. More details about the DANTE attendance in these specific events
are provided below.

e Partner AGNI participated to HOMESEC (Security & Defense Technologies) fair on 8/9 May 2017, in
Madrid (Spain) with an exhibition stand.

Moreover, during the reporting period, VOC participated at security fairs as the following:

e WISG workshop, organized by the French National Research Agency (ANR). Overview of research
and development advances in the domain of global defense and security; it took place on the second
half of September.

e TIM workshop, Organized by the French Government Defense. Overview of research and
development advances in the domain of defense; it took place on the 5% of July 2017 in Paris (France).

e Milipol 2017: VOC was an exhibitor in Milipol 2017 held November at the Paris Parc d’Exposition and
Jodie Gauvain presented a short talk in the about Vocapia’s speech processing technologies in the
Horizon 2020 session.

e Partner ENGINEERING, EXPERT SYSTEM, CERTH, INNOVATION ENGINEERING, VOCAPIA, UTRC, TRI-
LATERAL RESEARCH, AIT and DEUSTO participated in the SRE2018, The Security Research Event held
in Brussels (Belgium) on 5-6 December 2018. A dedicated paragraph about this event is further in-
cluded in the 2.6.1.

2.3 Scientific publications in journals

A list of scientific publications over journals is following:

e Partner CERTH submitter the paper Deep Multi-Modal Features for 3D Human Action Recognition, writ-
ten by Athanasios Psaltis; Georgios Th. Papadopoulos; Petros Daras, published in IEEE Transaction on
Circuits and Systems for Video Technology (IEEE TCSVT) in 2018.

e Partner PRG submitted the paper Journal of Spanish Society for Natural Language Processing, on NLP
terrorist incident summarization in English.

e Partner PROMT published the paper With software against terrorism, written by Ann-Katrin Raudszus

and published on Hamburg's Economy by Chamber of Commerce, Hamburg, Germany in 2017. The paper
is available here: http://hamburger-wirtschaft.de/pdf/062017/index.htm|#44/z.

During the second reporting period, other scientific publications on journals were released:

e Partner PRG published the paper Advanced analytics tool for criminological research of terrorist at-
tacks, written by Marta Romero Hernandez and published on Procesamiento del Lenguaje Natural in
September 2018: http://journal.sepln.org/sepln/ojs/ojs/index.php/pln/article/view/2018-61-27/3400

e Partner UTRC submitted the paper Video Summarization with LSTM and Deep Attention Model, written

by L. Lebron Casas and E. Koblents in December 2018 which is currently under peer review and it will be
published in 2019.

e Partner DEUSTOTECH submitted the paper Content-based authorship identification for short text, writ-
ten by Unai Bermejo Fernandez, José Gaviria de la Puerta, lker Pastor-Lépez, Borja Sanz, Pablo Garcia
Bringas, and it is currently under review.
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2.4 DANTE workshops

The DANTE Project is arranged in order to involve LEAs in almost all the activities. In particular, the WP 2
already includes tailored initiatives specifically addressed to them. In fact, 3 workshops were organised to
transfer the results achieved and contribute to empower them in the field of terrorism. They took place all
in Italy, in Turin in June 2017, in Palermo (in December 2017) and in Rome (in February 2019). Two of the
above mentioned workshops have been organised during the first reporting period.
The first workshop was organised on 9 June 2017 in Turin (Italy), it involved members of LEAs, INTERPOL
and forensic experts, including representatives of the project partners.
The workshop was organised after a 10-months period of criminological research activities dealing with the
three-main use-cases of interest for the DANTE Project, namely: online terrorist financing, training, propa-
ganda and recruitment. Accordingly, the aim was to:

e Share and collect further details and comments about the case-studies analysed;

e Validate the results achieved and the hypothesis formulated;

o Verify the availability of recent data related to expulsions due to terrorism;

e Collect feedback and inputs.
The workshop started with the presentation of the DANTE Project, the researchers then introduced the main
results achieved through the case-studies analysis and the criminological analysis, and finally a round table
involving all the participants was held.
An interesting result of the workshop was represented by the positive feedback collected from the LEAs,
since there is a lack of operational knowledge and they need this kind of contributions.
The second workshop was organised on 20 December 2017 in Palermo (Italy), involving 13 participants
between researchers involved in the criminological analysis, representatives of the end-users involved in the
project, and of some of the technical partners contributing also to the analysis of terrorism trends. Further-
more, an independent expert was invited so to collect inputs and feedbacks about the approach, the meth-
odology and the activities to be planned.
The workshop focused on the most relevant issues to be addressed to support the organization of training
activities in the field of counter-terrorism addressed to LEAs and key relevant stakeholders.
Basing on the results of a survey implemented by the project to assess their specific interests, needs and
requirements, the workshop organized a round-table that allowed the partners and the expert to brainstorm
about the existing trainings offered by public and private organizations, the specific needs of the LEAs to be
addressed by the Project, and the ad-hoc training programs addressing the three main areas of interest for
the DANTE project, namely: terrorist online financing, propaganda and training.
From this standpoint, a key role should be played by the platform and tools that the DANTE project is devel-
oping.
Specifically, the workshop aimed:

e to present the DANTE project and the first prototype of the platform;

e to present the counter-terrorism courses/trainings currently available;

e to share the results of the survey and the interviews with the LEAs;

e tointroduce a preliminary training proposal to be implemented by the DANTE project;

e to collect feedbacks and inputs from the experts to finalise the DANTE guidelines.
The results were of particular interest because the workshop contributed to:

e Further assess the possible relevant role of the DANTE platform also in the light of users empower-

ment and training;
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e Discuss the specific expectations and needs of the LEAs, also in the light of the existing training op-
tions already available at EU level;
e Define the organizational model to deliver the trainings;
Collect specific inputs on how to organize advanced curricula for LEAs as well as practitioners, prosecutors,
judges and also public authorities involved in the prevention and fight against terrorism.

The third workshop was organized in Rome (Italy) on February 19*" 2019. More details are provided below,
since the third workshop was organized in a three-day long event where the final conference took also place.

2.4.1 DANTE Workshop on trainings for LEAS & DANTE Final Conference: Opportunities and
Challenges with using Technology in the fight against the terrorism at EU Level

The third workshop and the final conference have been organized by RISSC, on 19-20 February 2019 in Rome,
with the support of ENGINEERING, KUL and the other project partners (organization of final conference).

The DANTE workshop on training for LEAs was the final step of the training sessions organized by RiSSC and
described in the previous sections of this report. As mentioned, one of the components of the DANTE project
envisaged the development of a set of training materials, mainly targeting Law Enforcement Authorities
(LEAS) of the project countries (Italy, Spain, Portugal and UK). The materials were further elaborated and
disseminated in the framework of two face-to-face training sessions, held in Italy (Rome) and Portugal (Lis-
bon). Based on the results of these training activities, as well as on the results of a preliminary assessment of
existing training offers and strategies in the field of counter-terrorism at EU and national level, the DANTE
project developed a set of training curricula targeting a number of different stakeholders, and including LEAs,
analysts, policy makers, post-graduate students etc.

During the morning session of the workshop the proposed DANTE training curricula were presented. This was

be set into the general overview on the existing CEPOL strategy on training for LEAs in the field of counter-
terrorism. During the afternoon session the discussion was further aimed at collecting additional inputs for

the review and finalization of the proposed DANTE training curricula, by taking into account the preliminary
issues discussed during the morning panels. More specifically, the DANTE training curricula aim at building
upon existing training offers, strategies and technigues already in place at EU and national level, and at cre-

ating synergies among the involved stakeholders — also in view of sustainability of the different training initi-
atives.

The agenda of the workshop is reported below:
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Agenda
9.30 = 09:50 Welcome and Agenda presentation Valentina Scioneri, RiSSC
Ernesto La Mattina, ENG
09.50-10.30 DANTE project — objectives and tools developed Ernesto La Mattina, ENG
10.30 — 1100 Evaluatlo_n of DANTE training offer: results and Valentina Scioneri, RiSSC
perspectives
11:00 = 11:30 Coffee break
11:30-12.00 Proposal of Training Courses based on DANTE Arije Antinori — External
results expert, supporting
coordination of DANTE
training workshop
12.00—12.30 Training offer at EU level: priorities and new Christina Mangiridou,
challenges CEPOL
12:30 — 13:00 Rounc‘itable discu:::sion or.1 best learning Group discussion (ALL)
techniques/tools in the field of counter- .
terrorism for relevant targets (LEAs, academia, moderated by RiSSC
policy makers)
13:00 > 14:00  Lunch break
14:00 - 14:20 ECTC_EU IRU Standard Presentation Piergiulio Pedretti, Europol
14:20 - 14:40 The legal value of training CT operatives Stefano Fantin, KUL
14:40 - 16:00 Integrating tools for investigation and Group discussion (ALL)
intelligence moderated by RiSSC/CEPOL
Links with relevant areas: fundamental rights,
organized crime, hate crime
16:00 =16.30 Wrap-up and conclusions Valentina Scioneri, RiSSC
16:30~> 17:00 Coffee break

Figure 1: Agenda of the DANTE workshop in Rome

Moreover, on 20 February, RiSSC, together with the project leader ENG, organized the final conference deal-

ing with Opportunities and Challenges with using Technology in the fight against the terrorism at EU Level.

Objective of the conference was to present the final results and recommendation of the DANTE project, to-

gether with some main findings and activities of other projects funded by the EC and dealing with technolo-

gies and counter-terrorism.
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1 Agenda
Time Task Leader
Ernesto La Mattina, ENG —
:00 - 09: W i h !
D elcoming speec DANTE coordinator
Nada Milisavljevic
9:15-9:30 Introductory remarks to the conference DANTE/ASGARD/TENSOR/
ILEAnet Project officer
DANTE project: main findings and possible ways forwards
) DANTE- Overview of the project’s main results and .
e live demo of the DANTE integrated platform Ermesin La istTion, ENG
] L intelli
10:30 —11-00 Recommendations and guidelines on intelligence Elena D'Angelo, RISSC
processes and approaches
11:00 = 11:30 | Coffee break
11:30-12:00 Social, ethical, legal and privacy impact Stefano Fantin, KUL
Matching technology and security needs in the fight against terrorism: existing
experiences at an EU level
) ) ANITA project — Fighting the online trafficking of )
12:00-12:30 illicit products and terrorist financing activities Ernesto La Mattina, ENG
12-30—13-00 ASGARD project — Analysis system for gathering raw | Juan Arraiza Irujo,
; ; and big data VICOMTECH
13-:00 = 14:00 Lunch break
14:00 -> 14.45 SURVMT prOJeFt— A55|.st|ng mves}ngatnons in Giuseppe Vella, ENG
analysing surveillance videos archive
14:45 — 15:30 fSI RIU§ pla_tform — Supporting internet-based Valentina Zuri, Europol
investigation
15:30 — 16:00 ILEAnet project — towards a LEAs practitioner Pawel Rybicki, EFIC
network
16:00 = 16:30 | Coffee break
16.30-17.30 Roundtable on LEA’s perspective, potential benefits and further initiatives.
Representatives from LEAs and technological partners - Moderated by RiSSC
17:30 Wrap-up and conclusions Ernesto La Mattina, ENG

19

Figure 2: Agenda of the DANTE conference in Rome




D12.4 - Final report on Dissemination Activities @ D f-N TE

As a last session of the final conference, a roundtable discussion was moderated by RiSSC to collect the per-
spective of the LEAs on the potential benefits of DANTE and the related projects presented throughout the
day, on how an in-depth knowledge of the phenomenon and the technological developments can support in
fighting back against terrorism. Specific questions were addressed to the LEAs representatives, in a continu-
ous dialogue with the technological partners and the project coordinators, to build upon the existing experi-
ences, highlight the main challenges and opportunities, and outline which kind of initiatives should be further
implemented in order to reinforce and increase cooperation among all the actors involved in the fight against
terrorism at EU level.

The DANTE’s Final Conference in Rome was a great success thanks to participation of more than 60 attendees,
including representatives of Law Enforcement Agencies from different EU countries, the EU Commission pro-
ject officer and a number of experts on security and counter-terrorism issues.

@ DANTE

Detecting and analysing temoristrelated
online contents and financing activities

b WP3
Privacy , Ethical and Legal Workshop
Takeaways from the DANTE experience

Stefano Fantin
Katholieke Universiteit Leuven — Centre for IT & IP Law / IMEC
DANTE Workshop ~Rome 20/02/2019

Figure 3: DANTE final conference in Rome, WP3 presentation
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Figure 4: DANTE final conference in Rome

2.5 The DANTE training sessions

In the framework of the dissemination actions implemented in the WP12, three training sessions were orga-
nized in order to boost the impact of the DANTE project results. The first one took place in Rome in October
2018, the second in Lisbon in November 2018, and the third was organized in the three-days long event
where the final DANTE conference took also place. Further details about this event were already provided.

2.5.1 First training session — 24 October 2018, Rome (Italy)

In the second reporting period, namely on 24th October 2018 in Rome (Italy), RiSSC organized a training
session targeted to Italian LEAs — Carabinieri, with the participation also of representatives of the other LEAs
involved in the consortium. Based on the previous assessment of the target audience’s needs and expecta-
tions and the wide variety of learning tools to convey the DANTE findings effectively, the first training session
was structured as follows. The main objectives of the training were to encourage transnational as well as
inter-agencies exchange of information and practices as well as to show, through case studies and research
findings, how to better tailor CT efforts. The main contents of the first training session were structured in the
following thematic areas: 1) results of the criminological research conducted by RiSSC within DANTE WP2; 2)
the role of propaganda ; 3) terrorist financing and networks ; 4) technological modules of DANTE platform.
The detailed agenda is herewith reported:
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Time Task Leader
09:00 = 09:15 Welcome and Agenda presentation RISSC
Session 1 — Criminological analysis of Islamic terrorism. The role of the Internet about
propaganda and recruitment, financing and training
09.15-09:30 Brief presentation of the DANTE Project
Overview of the research activities implemented by the DANTE RISSC
Project in WP2
Presentation of the training toolkit
09:30 — 10:45 Introduction to the most relevant findings of the criminological RISSC
analysis. Practical activities
10:45 > 11:00 Coffee break
11.00 - 12:00 Online financing: how the Surface and the Deep Web contribute AT
to Islamic terrorism fund-raising activities
Arije Antinori
(PhD., EU Senior
Expert’s analysis - Terrorists propaganda, recruitment and | Expert on Terrorism
12:00 - 13.00 training over the Internet. Actual scenario and emerging | and OC
threats. Tips for the LEAs EENeT, CEPOL
Stratcom Expert
Geopolitics and OSINT
Analyst)
13.00—-13:15 Evaluation of the formative session RISSC
13:15 > 14:30 Lunch break
Session 2 — The DANTE platform and its tools
Overview of the DANTE platform, the core functionalities and
level of integration, the tools and their relevance in the LEAs
14:30—15:00 environment (*) ENG
(*) Not all functionalities will be integrated at the time of the training
AIT, CERTH, INNEN +
15:00 — 16:00 Demos about the DANTE tools partners responsible
Evaluation of the formative session of the selected
modules
16:00 > 16:15 Coffee break
AIT, CERTH, INNEN +
Demos about the DANTE tools i
16:15 — 18:15 partners responsible
Evaluation of the formative session of the selected
modules

Figure 5: Agenda of the DANTE training session in Rome

In the conclusive session of the training session, an evaluation was collected through the use of anonymous
guestionnaires submitted to the participants, to assess the degree of satisfaction, the contents and the
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impact of the training. The results of the evaluation, together with additional information on the training
sessions, are reported in Deliverable 12.3 prepared by RiSSC.

2.5.2 Second Training session — 20 November 2018, Lisbon (Portugal)

Based on the results of the first training session held in Rome in October 2018, a second session targeting
LEAs from Portugal, Polica Judiciaria, — and some representatives from the Spanish LEAs, Guardia Civil — was
organized by RISSC on 20 November 2018. According to the main feedback received from the first training
session, it was decided to only focus the training on the main research findings of DANTE, and to not include
any dedicated session to the technological tools. The agenda was then restructured as follows:

Day 1 —20 November 2018

Time Task Leader
09:00 - 09:15 Welcome and Agenda presentation RISSC
Session 1 — The role of the criminological analysis in identifying patterns of Is-
lamic terrorist actions and criminal behaviours
09.15-10:00 Presentation of the DANTE project
Overview of the research activities implemented by the
DANTE Project in WP2 RISSC
Introduction to the most relevant findings of the crimino-
logical analysis
10:00 — 10:45 Practical activity — Findings of the criminological analysis RISSC
10:45 - 11:00 Coffee break
11:00-12:00 Practical activity — Findings of the criminological analysis. RISSC
Wrap up of groups activity
Session 2 — Online financing: how the Surface and Deep Web contribute to the
Islamic terrorism fund-raising activities
12:00-13:00 Sharing Data of Bitcoin Users — applying the “follow the .
” . . AIT (Romiti)
money” approach to Bitcoin and virtual/cryptocurrency?
13:00 > 14:00 | Lunch break
14:00-14:30 . .
OSINT — crawling AIT (Joachim)
14:30 — 15:00 Ove'rV|ew on‘mam online financing techniques used by Is- AIT (Joachim)
lamist terrorists
Session 3 — Terrorist propaganda, recruitment and training over the Internet
15:00 - 16:00 Expert’s analysis — actual scenario on online propaganda . L
and emerging threats. Tips for LEAs Arije Antinori
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16:00 = 16:15 Coffee Break

16:15-17:00 Wrap up and conclusions RISSC

Figure 6: Agenda of the DANTE training session in Lisbon

As a general remark, the formative activities within the DANTE Project were directed not only at improving
LEA’s knowledge on specific topics, but also at encouraging the attendees’ exchange of experiences, infor-
mation gathering techniques, methods and technologies used in their line of work, as well as benefiting from
the opportunity to network with one another.

2.6 Other strategic events

During the first reporting period, some of the DANTE partner organized or attended the following workshop:

Partner TRI organised Knowledge Sharing Workshop on Privacy Impact Assessment, 25 July 2017,
London, UK, where presented lessons from the DANTE project.

Partner ENGINEERING attended the CoU Radicalisation Workshop, held in Brussels (Belgium) on 5%
December 2017; the 9" Community of Users on Safe, Secure and Resilient Societies Workshop,
which took place on Brussels (Belgium) on December 6%, 2017;

Partner PJ organized an internal dissemination workshop to stakeholders and other national, Euro-
pean and international LEA, such as INTERPOL, Europol and other Police forces, work groups in the
security, defense and justice areas, on September 22", 2019, in Lisbon (Portugal).

Partners KUL and ENG attended on the 5th of December 2017, DANTE, as member of the Community
of Users, participated in the Workshop on Radicalisation organised by the Radicalisation Awareness
Network (RAN) of the EU Commission. The event took place at the BAO Congress Centre in Bruxelles.
DANTE was invited for sharing the experience gained during the first stage of the project in the con-
text of counter radicalisation. Among other aspects, the round table also dealt with initiatives of
mutual collaboration for datasets preparation and for the finalisation of the analysis.
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Figure 7: DANTE at the Workshop on Radicalisation organised by the Radicalisation Awareness Network

On December 6™ 2017, DANTE took part of the “Cybercrime Workshop”. Methodological and Technological
approach adopted for the three selected use cases (Fund Raising, Propaganda e Training) were presented.
Details about the event are reported at the link https://www.securityresearch-cou.eu/.

As follow up of the radicalisation workshop DANTE was also invited to contribute with a concrete workplan
to the High-Level Commission Expert Group on Radicalisation (HLCEG-R). The potential contributions have
been prepared by the consortium and provided on January 2018.

During the second reporting period, some of the DANTE partners organised or participated to some further
workshops as follows:
e The DANTE consortium organized the workshop held in Lisbon on 21** November 2018.

Figure 8: Workshop DANTE in Lisbon
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e Partner ENGINEERING attended: the Workshop on Radicalisation: EU-Funded projects Tackling and
Polarisation, which took place in Brussels (Belgium) on January 2019; the Workshop on Countering
CSE, held in Den Haag on 13" September 2018.

e Partner ENGINEERING and KULEVEN attended several workshops: the ASGARD/DANTE Workshop:
the Dark Web - Ethical, Legal and Privacy Challenges, held in Belfast (Ireland) in March 2018, the 1°
International Workshop on Research and Innovation Secure Societies — RISS 2018 which took place
in Bucharest (Romania) in June 2018; the workshop and presentation of DANTE to US Mission to
the EU German Marshall Fund and Center for Democracy & Technology, held in Leuven (Belgium),
5-6 June 2018 the Workshop on Polarization, Radicalization and Ideology and the CPDP2018, held
in Brussels (Belgium) on January 10, 2019.

e Partner INNEN participated the DANTE/SURVANT workshop held in Rome on December 10, 2018.

e Partner CERTH attended the EUROPOL workshop on Child Sexual Exploitation, held in the Hague,
Netherlands, on 13" September 2018, and the DANTE end-user workshop, which was held during
the MMM19, in January 2019 in Greece.

e Partner AIT attended the 6" EDA Workshop on Technology Watch, held on 27" November 2018 in
Brussels (Belgium); the NATO SFA Workshop, which took place in Budapest (Hungary) on 5" Novem-
ber 2019; the NATO SFA Workshop held in Cadiz (Spain) on April 24", 2018.

e Partner KUL organized the Workshop on Radicalization organized by the Radicalization Awareness
Network (RAN) of the EU Commission. The event took place at the BAO Congress Centre in Bruxelles.
DANTE was invited for sharing the experience gained during the first stage of the project in the con-
text of counter radicalization. Among other aspects, the round table also dealt with initiatives of
mutual collaboration for datasets preparation and for the finalization of the analysis. the 1°* Interna-
tional workshop on research and innovation for secure societies, 15 June 2018, Bucharest, Romania;
US Mission to the EU, German Marshall fund and center for democracy and technology, 5 June 2018,
Leuven, Belgium.

2.6.1 The Security Research Event 2018

The Security Research Event — SRE 2018 — which was held in Brussels, at the Square Meeting Centre 1, on 5%
and 6™ of December 2018, is the annual meeting where industry, governments and knowledge institutions
come together to discuss the state of play and current challenges for security research in Europe, and where
EU funded security-related projects are displayed in a large exhibition area. The SRE aimed at highlighting
the role of security research to foster the implementation of EU Policies and address crucial societal chal-
lenges, demonstrating the strength and inspiring results of security related research and innovation activities.
The DANTE project was presented in the first day of the event, during the discussion “Making Europe a safer
place — demonstrating the impact of EU-funded security research”. This session gathered many stakeholders,
who showed their interest about the DANTE project and how it also takes full account of legal, ethical and
privacy issues to improve public perception of the security measures required to combat online terrorist
activities. In order to boost the visibility of the project, DANTE was mentioned in the SRE’s newsletter issue
number 2, which explains the innovative functionalities of DANTE and how much it will significantly reduce
the time and money needed for terrorism-related investigations, thereby boosting security levels.
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Figure 9: DANTE at the Security Research Event 2018
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3 Public outreach

A set of activities have been carried out by project partners with the aim of addressing general public and
generating and increasing awareness towards a wide audience. Such activities have been carried out by using
online tools and communication means such as websites, social channels, online eBooks, electronic newslet-
ters and blogs.

In the following of the section, the activities carried out for addressing general public during the first and the
second reporting period are highlighted.

3.1 DANTE website

The public DANTE website http://www.h2020-dante.eu/ is the main communication channel developed and
used by the DANTE consortium.
The website is kept updated along the project life, in order to provide visitors with information related to

DANTE activities, DANTE public results, relevant news in the fight against terrorism sector and related new
technologies and relevant news and events organised by sister projects.

News are regularly published in the website with the aim of generating constant new content to attract new
visitors and provide information useful for the interested ones. On the other side, DANTE project partners
provide public information relatively to the results achieved, documents and reports with the objective of
creating awareness within the general public and specific stakeholder groups, such as scientific and industrial
communities and LEAs, but also for creating references useful for cross-synergies establishment with other
relevant initiatives.

However, since the scope of the project is a hot topic in the European Union for the citizen’s security, the
DANTE consortium pays strong attention in evaluating the publication of information in order to avoid the
risk of publishing information potentially reducing the effectiveness of the fight against terrorism.

In the second reporting period, the main pages of the DANTE website were translated into many different
languages, in order to boost the project visibility at a larger scale. The homepage, the section aims and goals,
as well as the ones focusing on benefits and dissemination materials, are currently available in Italian, French,
Spanish, Portuguese and German. Below some visual examples of the website pages displaying the different
languages used are reported.
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DANTE - Rilevazione e analisi di contenuti DANTE - Détection et analyse de contenus en lig
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Figure 10: DANTE homepage in several languages

3.2 Statistics on the project website

Since its publication (at M1), a total of 2304 visitors accessed the DANTE website until M18, and 9486 pages
have been viewed in these visits. The average monthly number of active users is 226. Users are from different
countries not only from Europe, with a huge number of visitors from the United States.

Next figures report general statistics from the beginning of the project to the present stage.

M New Visitor M Returning Visitor
Users New Users Sessions Number of Sessions per User

2,304 2,311 3,363 1.46
TN WS N VTR O X T NP TR N [l e S

Pageviews Pages / Session Avg. Session Duration Bounce Rate

9,486 2.82 00:02:29 51.98%
L i I ANKTIAP P

Figure 11: DANTE website statistics on users and pageviews
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How are your active users trending over time?

Active Users

o Monthly

226

® Weekly

41

Daily

7

Last 12 months « ACTIV >
;\
w A0
1 I 32

prmay Dimensce:. Cowty  Cry  Connent b Content

Sec Q| advanced [EH| @[T [T

Aegiaton Sehair —
.
teers . fR— Senions Sounce e Page esson n contvae
2,304 2314 3,363 51.98% 2.82 00:02:29 0.00% 0 $0.00

1. W0 ltaly 342 (14.56 335 580 43.97% 436 00:04:44 0.00% o $0.00
2. == United States 313 313 334 65.87% 197 00:00:25 0.00% 0 $0.00
3. EB United Kingdom 312 2 mn 423 60.52% 243 00:01:42 0.00% o $0.00
4. I Spain 224 (954 2 387 47.55% 335 00:03:19 0.00% 0 $0.00
5. @ Portugal 133 (5.66 130 175 61.71% 23 00:01:28 0.00% o $0.00
6. A Belgium 14 12 167 55.69% 216 00:01:33 0.00% 0 $0.00
7. ™8 Germany 12 @77 10 151 49.01% 293 00:01:31 0.00% o $0.00
8. W France %0 90 165 59.39% 254 00:02:05 0.00% o $0.00
8. 4 France 90 90 165 59.39% 254 00:02:05 0.00% 0 $0.00

Figure 13: DANTE website user geographical distribution

Below are reported the statistic of the DANTE website related to the second reporting period. A total of
2654 visitors accessed the DANTE website until M29, and 8585 pages have been viewed in these visits. The
average monthly number of active users is 240. Users are from Europe, as well as the United States. Next
figures report general statistics from March 2018 to January 2019. Monthly active users as well as the total
visitors assessing the website slightly increased in the second reporting period.
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Audience Overview

Mar 1,2018 - Jan 29, 2019

January 2018

Il New Visitor [l Returning Visitor

All Users

Overview
® Pageviews
Users New Users Sessions
2,673 2,654 3,469
FUUUIG " PRI PRrVOY YRR SNSRI ¥ VT YUVUNY PR TR v WTT PO oY P
Number of Sessions per User = Pageviews Pages / Session
1.30 8,585 2.47

T ettt | tiiinion | ik )
Avg. Session Duration Bounce Rate
00:01:52 61.72%

ahkhaanlld iad il | IR

Figure 14: DANTE website statistics on users and pageviews
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Mar 1,2018 - Jan 29, 2019

All Users
100.00% Users
Active Users
~ 1Day Active Users 7 Day Active Users 14 Day Active Users 28 Day Active Users
€0
40
\ l \ N
= M ” A ‘ ‘ “" M “ \ A ' ‘ ’p ,’. f"’ \“' ". A "ll\’
\ {'.’ 'A | "': N. A "1 ‘/\‘ 0| \ '\. ). . \.bh(ii ' "l' l h h|".ﬂ v |l1 "v l '. 1 ") l h \|| 'lJ q
“ Jl"ﬂ /v "'»‘ '\'\Wx \
12 2% May 2018 21 a4 18 July2018 16 0 13 ~em=n-:er-ms 24 8 November 2018 13 3 January 2013 28
1 Day Active Users 7 Day Active Users 14 Day Active Users 28 Day Active Users
24 92 149 240

% of Totak 100.00% (24)

Users v

% of Totak: 100.00% (92) % of Total: 100.00% (149) % of Total: 100.00% (240)

Figure 15: DANTE website average active users

1 371

Figure 16: DANTE website user geographical distribution

3.3 DANTE newsletter

In order to maintain a high interest of stakeholders towards DANTE activities and results, the realization and
publication of periodic electronic newsletters (e-newsletter) have been foreseen throughout the project. The

e-newsletters have the main aim to periodically share with interested stakeholders relevant information re-
lated to the achieved results, to the planned events and in general to the DANTE project’s achievements.
At the present stage two issues of the DANTE newsletters have been prepared and published, as planned.
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The first issue of the DANTE Newsletter was published with the aim of creating awareness around DANTE
project and its objectives, describing the project use cases.

The Project

The DANTE project aims to deliver more effective, efficient, automated data mining and analytics
solutions and anintegrated systemto detect, retrieve, collect and analyse huge amount of
heterogeneous and complex multimedia and multidanguage terroristrelated contents, from both the
Surface and the Deep Web, including Dark nets

The DANTE framework introduces innovative knowledge mining, information fusion, and automated
reasoning techniques and services and provide automated functionalities such as

o detection and monitoring of sourcesof relevant terrorist-related data in surface/deep Web,
and dark nets;

accurate and fast detection, analysis, categorization of suspect terrorist related muf
contents;

large-scale temporal anolysis of terrorism trends;

veaktime summarizotion of muttilingual and multimedia tesrorist-retated contents;
detection of dissinformationin online contents;

detection and monitoring of relevant individuals and linking pseudonymswith the originol
authors;

accurate and fast identificotion of terrorist online communities and groups;

<apturing, storing and preserving relevant dotafor further forensic analysis.

Hanguage

In this newsletter we will focus on the explanation of the first use cases of the DANTE project

Use Case 2 - Propaganda

t

- .
houds VY
Y 1L COUNTRIES

[oald for the worse-and be suze this operation wil be the flzst buwss

In every terrorist organization, admittedly the most consequential factor for its sustainability is
manpower. Having this in mind, terroristic organizations often distribute propagandistic content on
the Web for alluring potential individuals that are prore to be radicalized. The propagandistic content
mainly comprises information around religious and political issues that terrorists have them as

guidelines to justify their ilegal activities. The scenarios in UC-2 describe a broad range of propaganda
incidents that reflect the issues and difficulties about propaganda detection which is the intended
outcome. They involve radicalization attempts of individuals through Social Media, the significance of
the temporal aspect when online content is distributed over the contemporary structure of Web,
detection of early radicalized individuals, and in general the content and practices that terrorists
utilize to attract as many persons as possible. DANTE's key role is to detect online propagandistic
content and eary radicalized individuals in minimum time, 50 s to anticipate further development of
the organization. The envisaged tools that are to be developed with respect to UC-2 will assist officers
1o their everyday operations, as they will provide an automated and quick way for reliable detection
of propagandistic content on the Web, as wel as the relevant terrorists that incite such activities

Use Case 1 - Financing Terrorism

Fund-raising terroristic activities are nowadays established in online sites that are publicly available to
others in order to pick as many funds as possible. Interestingly, once Social Media have been rapidly
grown up and gain 5o much popularity, they are in turn used for touting fundraising campaigns so a5
1o elicit the money of persons that are potentially “mesmerized” by its ideological scope. Once some
persons find interesting the content and purpose of the campaign, they wil probably donate some of
their money to the terrorist organization. Notably, terrorist organizations provide often fraudulent
reasons for their cAmpaigns 5o 3 to tempt more persons to donate an amount of money. Another
practice they use is that they create contrived charitable organizations to allure more persons that are
actually unaware of the real destination of their donation. DANTE will be used in this use case in order
1o identify fundaising activities that are incited by terrorist organizations with a number of ways for
sustaining their operations. In particular, functionalities related to pertinent source detection and
indexing in the Surface and Deep Web, as well as in Dark Nets, can be proved consequential towards
the efforts of hindering fund-raising activities for ilegal usage.

Use Case 3 - Training and knowledge sharing

The increasing availability of on
line sources made the finding of

[JUST TERROR TACTICS]
digital training material very easy. RUGCK ATTACK

More and more terrorist

organizations create online sites “ L
in the surface and, above all, in N ,‘l »‘
the deep and dark web where )

people can access and download -~

training material, Thus, it is easier

for interested people, especially
the socalled lone wohves, to
become in contact with material
it was very difficult to find some [ Sl ﬂ ,.!' e ‘
years ago. Going in far and s

dangerous training camps is not
mandatory anymore and  all
needed information can  be
reached from home. It s 2
challenging issue for LEAS, active S
in searching potential terrorists

£ 71 rrauzi

Enapem B

online and forced to monitor,
sometimes manually, hundreds
of digital accounts and to follow their online activities.The DANTE platform will provide a strong
support to LEAS in their struggle again terrorist online training sites. DANTE will assist them in
automatically locating old and new sites, monitoring the contents update and discovering terrorist
group or single accessing forbidden material. It will allow LEA to concentrate en suspicious accounts
and to save precious time for advanced investigations. The main work in the project will be related to
the cases of lone wolves, completely trained online, and in their online activities to create a useful
pattern for detecting futureterrorist activities.

Figure 17: DANTE Newsletter nr. 1

The second issue of the DANTE Newsletter was published with the aim of disseminating the national and
international workshops where the project participated in, with the aim of creating synergies with further
initiatives and to attract new stakeholders.
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anke costents and Smsncing 8
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DANTE Project

Figure 18: DANTE Newsletter nr. 2

The third issue of DANTE newsletter was published in order to describe the main results and progresses the
project achieved up to date. Specific information about the impact on public expenditure and estimated total
cost are provided, as well as the impact on security perception and the impact on increased trust in Police.
The newsletter also focuses on some important events DANTE took part in, as well as the next events the
project will attends and the collaboration with the sister projects.

« detection and monitoring of relevant individualz and finking with the original
authors;

accurate and fast identification of terrorizt online communitiez and groups:

o capturing, storing and preserving relevant data for further forensic analysis.

DANTE wil have 3n huge impact on zeveral areaz, with particular reference to the following
perzpectives.

DANTE impact on public expenditure and estimated total cost

DANTE will significantly lower the cost of investigations reducing the required investigation time

The DANTE project sims to deliver more effective, efficent, sutomated data mining and analytics
solutions 3nd 3n integrated system to detect retrieve, collect and analyze huge amount of

= and complex multimedia and multi-anguag - contents, from both the
Surface and the Deep Web, including Dark nets.

DANTE value proposition

DANTE 3im: to provide novel and innovative toolz, techniques, proceszes and algorithms for

g counter terrorizm investi and analystz in their daily work activities, alz0 conzidering
the Legal, Ethical and Privacy izzues. Moreover, DANTE framework takes into account privacy and
ethical izzues by design with conzequent increae of the public acceptance of next generation security
system. The project implements and enhances innovative functionalities integrated into 3n open and
extenzible envi It iz desigred for ing the of diverse and multi-lingual
dta sources and data types, in order to be ble to detect and analyze €ata in diverse languages and
coming from heterogeneous sources (video, text mezzages, audio, etc.).

Therefore, DANTE iz an innovative platform characterized by the following:

«  Effectivenes: — DANTE iz precize and sccurate in ing the analyzes and i

« Efficiency - DANTE increases uzers’ productivity and improves their job;

« Automation — DANTE requirez minimal human intervention to speed and support LEAs
counterterrorizm activity.

The DANTE introduces innovative mining, i ion fuzion, and
reazoning techniques and services and provide automated functionalities such 3x:

* detection and monitoring of sources of relevant terrorist-related data in surface/deep Web,

and dark nets;

*  accurate and fazt cetection, analysiz, categorization of zuzpect terrorist related multi-langusge
contents;

o large-zcale temporal analysiz of terrorizm trencs:

e reaktime ization of il and i i i contents;

* detection of dis-information in online contents;

34

through the uze of automatic proceszes for detecting relevant terrorizt-related dats in surface/deen
Web, and dark nets. Moreover, by moni and izing suzpect 2 vitiez in
multi-ianguage content, @ will accurately and quickly identfy terrorizt online communities and
groups, reducing or even avoiding terrorists attacks, thur decreasing costs on reactive
counterterrorism actions.

DANTE impact on security perception

DANTE ultimate goal of dizcovering (by “connecting the dots"), analyzing, 3nd monitoring potential
terrorist-related activit:

and people, with 3 special focus on online funds raising activities,
propaganda and training and dizinformation, will have a proactive effect on the fight against
terrorizm, with 3 positive impact on the actual security and the general percaption of zecurity by EU
citizens.

DANTE impact on increased trust in police

By intercepting terrorizm activitiez, law enforcement sgenciez will be able to accurately and quickly
detect zuspect terrorizts and terrorist online communities and groups, indirectly participating in the
increase of truzt in Police forces.



DANTE past events

On the 13th of September DANTE participated to the countering Chid Sex Exploitation (CSE)
workzhop at the Europol headquarters in The Hague.

Even i DANTE iz not cleary focused on countering CSE, the project was invited because itz integrated
platform 3nd zome zpecific tools developed, or under development, might successfully be applied for
such type of investigations. To this end, DANTE presented three online demos: Secure Cloud Crawling
Framework, Image and Video analysiz and the DANTE Inteligence Platform. The services for

dizcovering and extracting relevant onfine contents, made available through the Source Integration
Framework (SIF), 3nd the orchestration and monitoring of the analysiz modules, were prezented in
the context of the integrated piatform. The demo aroused interest in the Europol’s attendees.

Moreover, DANTE sttended MEDI@4SEC, which was held September 26" 2018 in Brussels.
MEDI@4SEC focuze: upon enhancing our understanding of the opportunities, challenges and ethical

consideration ial media use for public zecurity and 3ims to buid 3 community of stakeholders
engaged in uzing ocial media for public security who can exchange experience, information and ideas

to enhance the use of this tool in 2 very Gynamic environment.
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DANTE events in the next future

The DANTE project announces the practitioners training sessions on the uze of the DANTE system,
that will be held in Rome on the 24rd and 25th of October 2018. The training zezsions will show 3
deep analysiz on crime and terrorism, with particular reference to the use of Internet by terrorists.
During the second day, simulated use cazes will be executed with the zupport of project experts.
Practitioners will be then invited to use the system in 3 practical seszion to experience the impact of
the system in their day by éay activity of fighting against cri iz,

Moreover, DANTE will showeaze project results at the Security Resesrch Conference snd Expo
2018 (SRE 2018). The event iz jointly organized by the European Commizsion and the Austrian
Presidency, and will take place in Brussels from the Sth until the 6th of December 2018. The main
topies that will be discussed are: Making Europe o sofer place: demonstrating the impact of security
ressarch — Challenges and barrisrs and Projects Afteriife: From the lab to real ife. On December
6th, eight thematic panels will focus on specific issues such 33 addressing mult-country disaster
situations, citizens awareness in the context of security research, management of dematerialized
borders, eybercrime, maritime security, protection of public spaces, radicafization and responze to

terrorizt attacks

DANTE collaboration activities

To fight terrorizm, it iz eszential to have optimal information exchange and sccurate data. Two
projects, funded by the EU under the Horizon 2020 research and innovation programme — DANTE
3nd TENSOR - are developing zolutions for the early cetection of terrorist activities (propaganda,
radicalization, recruitment, etc.). Based on the common goals, this collaboration i 2 trigger for the

dissemination of projects’ knowledge around the terrorizm domain, best practices on ethical and
privacy izzues, and analysis resuits. By combining their efforts, DANTE and TENSOR 3im to achieve
grester impact 3nc wicer adoption of theze new developments in counterterrorizm systems. The
collaboration activities carried out zo far include:

. MoU signed;

+  Sharing of cocuments inclucing Deliverable Lists and timings;

+  TENSOR attendance at DANTE Meeting in Lisbon;

. DANTE attencance 3t TENSOR Meeting in Lancaster;

+  Conversations within CERTH to explore synergies between projects and pessible technical
collaboration;

. Exchange of multimedia data between TENSOR and DANTE;

. Plans for reusing DANTE components for TENSOR, and vice versa

Figure 19: DANTE Newsletter nr. 3

The fourth issue of the DANTE newsletter was released in January 2019 and focused on the project partici-
pation to two major international events: the training workshop held in Lisbon in November 2018 and the
Security Research Event (SRE18), which took place in Brussels on December 2018.

@ D/ANTE

o ° o -

DANTE- Detecting and analysing terrorist-related
online contents and financing activities

DANTE attendance to international events

The Security Research Eveat 2018

Worksbep ia Lisban oa Nevember 2018

Figure 20: DANTE Newsletter nr. 4

The fifth issue of the DANTE newsletter is going to be released after the last project meeting in Rome, on
February 2019, and it will focus on the last project events end meetings before the final review, which will
take place in Brussels next April 2019.
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The newsletters were disseminated not only directly and through the project website and the project Twitter
account, but also through external online channels (LinkedIn, private and institutional, Twitter accounts), as
shown in the next figures, reaching approximately 1500 users.

T @

~noarnvas. A

Tweets  Following  Followers

. Tweets  Tweets & replies  Media
H2020 Dante EU project

@h2020_Dante_eu Foliows you H2020 Dante EU project @h2020 Dante_eu - 1 Dec 2017 v
. . . / \ DANTE launched the first newsletter, where the DANTE use cases are illustrated.
DAlTIE S A R T =" Subscribe to the DANTE newsletter h2: eu/dissemination

analysing complex multimedia and muilti-
language terrorist-related contents, from
both the Surface and the Deep Web. R i 1. g

& h2020-dante.eu - o< Oil to Finance P
Joined December 2017

$ ;

FunG-rarsing termonstic athties are nowadays established in online sites that are publicly avatable t0
St thers in order 10 pick 5 many funds a5 possible. Interestingly, once Socal Medka have been rapicly
§rown up and gain 50 much popularity, they are i . g fundraring CAmpaigns 0 25
to elicit the money of persons that are potestially " s ideological scope. Once some
will probably donste some of

persces find mteresting the

Figure 21: Dissemination of the first DANTE newsletter through the project Twitter account

i) nvovarion 0060 .-

PNO W Connecting Ambitions

WHY USE INNOVATION PLACE FUNDS FOR R&D ABOUT US PNO SERVICES
News & Networking opportunities + @ =
Check the latest news in the world of innovation and upcoming networking events = -

News Monday, December 4, 2017

(O]

DANTE project first newsletter: DANTE use cases

The first newsletter of the DANTE project has been published on the project website. It focuses on the description of the first project use cases.

DANTE stands for Detecting and analysing terrorist-related online contents and financing activities. The DANTE project aims to deliver more
effective, efficient, automated data mining and analytics solutions and an integrated system to detect, retrieve, collect and analyse huge amount of
heterogeneous and complex multimedia and multi-language terrorist-related contents, from both the Surface and the Deep Web, including Dark
nets.

Whant to know more?
Read the newsletter at this link and follow the project on Twitter! ~

Figure 22: Dissemination of the first DANTE newsletter through institutional website (PNO group)
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) Ciaotech/ PNO

The first newsletter of the project
has been published on the project website. It
focuses on the description of the first project
use cases. Read it here! »

Figure 23: Dissemination of the first DANTE newsletter through partners institutional website
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The first newsletter of the DANTE project has been published on the project
website. It focuses on the description of the first project use cases.
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DANTE project first newsletter:
DANTE use cases
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Figure 24: Dissemination of the first DANTE newsletter through Linkedin

3.4 Online e-Books

DANTE is included (together with the sister project ASGARD) in the two research and innovation projects
related to Fight against Crime and Terrorism on the recently published booklet from DG HOME. The booklet
is available at the following link:

https://ec.europa.eu/programmes/horizon2020/sites/horizon2020/files/su booklet.pdf.
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DANTE is also included in a booklet on EU-Funded Projects Tackling Ideology And Polarisation published from

DG HOME.
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Figure 25: Booklet from DG HOME
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DANTE

Detecting and ANalysing TErrorist-related online contents and financing
activities

ANTE will provide a set of tools and
D processes to support law enforcement
authorities, and the counter terrorisms in ® Df—NTE
particular, in their everyday work. The proposed

system will significantly reduce the required

investigation time by utilizing automatic processes for detecting relevant terrorist-related
data in surface/deep Web, and dark nets, monitoring and categorizing suspect terrorist
related activities in multi-language content, in order to accurately and quickly identity
terrorist online communities and groups. DANTE integrated system will fulfil end users’
needs by delivering the following main results: a set of innovative services for the automated
detection and analysis of online multimedia and multi-language contents, relying on existing
solutions, frameworks, and prototypes owned by the project partners or available as Open
source software; and a TRL-7 system prototype exploiting and integrating the functionalities
and capabilities offered by the above-mentioned services: the system will deliver intelligence
and collaboration applications as well analytics services.

Links:
https://cordis.europa.eu/project/rcn/202691/factsheet/en
https://www.h2020-dante.eu/

Figure 26: Booklet on EU-Funded Projects Tackling Ideology And Polarisation

Furthermore, DANTE is also mentioned in “Strategic orientations on a coordinated EU approach to preven-
tion of radicalisation for 2019”, document prepared by the Expert Group “Steering Board for Union actions
on preventing and countering radicalisation” for the European Commission. It reflects the views only of the
members of the Steering Board. The Commission cannot be held responsible for any use which may be made

of the information contained therein.

39



D12.4 - Final report on Dissemination Activities @) D f_N TE

4. Other key Initiatives

A. Communication and online propaganda

Work on alternative and counter narratives needs to be pursued and relevant expertise and experience in
Member States and at EU level needs to shared and consolidated. Civil society organisations are in need of
sustainable support structures and tailored advice. This requires the relevant actors at EU and national level to
build the necessary capabilities and financial support. The Commission could support such efforts through the
ESCN, including guidance on the effectiveness of campaigns, exploring the use of communications by jihadi and
right-wing groups, the interaction between offline and online networks and how foreign influencers target
communities across Europe, improve our understanding of the logics behind the reporting of terrorism related
events by mainstream media, explore how terrorist and violent extreme groups adapt to the new
communications environment and how they use specific momentum (such as elections) to recruit, as well as
support Member States in finding the most efficient ways to partner with civil society to deliver communications
with a CVE effect. Moreover, ways to further support the development of positive narratives could be explored for
instance to strengthen resilience and promote EU values or address conspiracy theories. The Commission could
furthermore support further exchanges (and financial support) within the Civil Society Empowerment
programme. It would also be well placed to ensure that relevant research findings for instance under EU funded
projects such as Horizon 2020 projects Dante, Tensor, RedAlert, Dare and Trivalent will feed into the further
development of policy responses and interventions.

More attention needs to be paid to the dissemination of hate speech online. A study mapping trends of hate
speech on social media is currently conducted by the Commission services and will be released in January 2019.

Efforts with industry and close cooperation with Europol should continue in line with the Commission
Recommendation on illegal content and the objectives of the proposed Regulation on terrorist content online in
particular to support small hosting service platforms.

Figure 27: Strategic orientations on a coordinated EU approach to prevention of radicalisation for 2019

3.5 Social channels

In order to reach a wide audience and targeting not only specialized audience but also public at large, social

channels are used for disseminating and spreading relevant information as much as possible.

The DANTE project has no intention of creating a specific community of stakeholders, since it is not in the

scope of the project. For this reason, although a specific Twitter account has been created for the project,

the strategy adopted for the usage of social channels mainly consists in using the institutional social channels

of the single partners, since considered more efficient.

For this reason, all partners are actively involved in using their existing means for spreading not only official

DANTE communications but also information related to their specific activities within the project, allowing

reaching the maximum coverage of the topics related to DANTE and wider audience.

Indeed, during the first reporting period, the project has been mentioned in Twitter, institutional channels,
LinkedIn of partners PJ, PRG, KUL, ENG and CTECH.
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Figure 28: DANTE twitted by partner ENG

Moreover, the following blogposts have been realized:

CiTiP Blog, Erik Zouave & Thomas Marquenie “Countering Algorithmic Discrimination in Criminal Pro-
filing”, on 16 July 2017, https://www.law.kuleuven.be/citip/blog/countering-algorithmic-discrimina-

tion-in-criminal-profiling, by partner KUL.

CiTiP Blog, Erik Zouave “Researcher Compliance with Export Controls — Blunting the Sword & Honing
the Bludgeon”, on 19 July 2017, available at https://www.law.kuleuven.be/citip/blog/researcher-

compliance-with-export-controls-blunting-the-sword-honing-the-bludgeon/, by partner KUL.

CiTiP Blog, Erik Zouave and Plixavra Vogiatzoglou "Dual Use Technology Controls for Security Re-
searchers Of Double-Edged Swords & Blunt Bludgeons", on 19 July 2017, available at
https://www.law.kuleuven.be/citip/blog/dual-use-technology-controls-for-security-researchers-of-
double-edged-swords-blunt-bludgeons/, by partner KUL.

“Ensuring ethical research in a multi-partner project”, on 11 October 2017, by partner TRI, that is
also planning for the next period to public in their institutional blogs the following blogpost: “Ensur-
ing an ethical approach to detecting terrorist-related online content and financing activities”.

Several posts were also published by the social media account of the project partners.

Tweets were published with the main goal of communicate the results and progresses achieved by the pro-

ject up to now, as well as the information about project meetings and event DANTE attended to.

Below are reported some examples.

The #Dante project will foster cooperation and collaboration within and among Law Enforce-

ment Agencies. #lawenforcementagencies #terrorism - https://twitter.com/Trilateral UK/sta-
tus/771331848190300161

The #Dante project seeks to identify #behavioural patterns in people and organizations with

#terroristic intent #terrorism #social #ethical : https://twitter.com/Trilateral UK/sta-
tus/771346921159991297

Tri at the 4th General Assembly of the DANTE project http://www.h2020-dante.eu/ - exploring
big #datamining solutions to #security issues : https://twitter.com/Trilateral UK/sta-
tus/862659810080169985
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e Today, @h2020_Dante_eu hosts seven EU #Horizon2020 projects in Lisbon, at P] headquarters,
discussing  about  #homeland  security :  https://twitter.com/h2020 Dante eu/sta-
tus/1065175866030915584

e (@h2020_Dante_eu is presented at the #SRE2018. See the Znd newsletter here http://propager.jm-
sylvain.com/SRE2018/newsletter02/... : https://twitter.com/h2020 Dante eu/sta-
tus/1069932107269636096

o Visit the @h2020_Dante_eu project at #SRE2018. See how DANTE detects, retrieves, and analyses
huge amounts of heterogeneous and complex multimedia and multi-language terrorist-related
contents from both the Surface and the Deep Web, including the Dark Nets : https://twit-
ter.com/h2020 Dante eu/status/1069952415607201792

e Legal and ethical aspects presented in the final DANTE conference #EUproject coordinated by
@EngineeringSpa https://twitter.com/h2020 Dante eu/status/1098185580922503169

e (Great success for DANTE’s Final Conference in Rome with the participation of more than 50 at-
tendees, among them Law Enforcement Agencies, the EU Commission and experts on security!
#EUproject https://twitter.com/h2020 Dante eu/status/1098886600354865152

In addition, DANTE project was also mentioned in The EU Research & Innovation Magazine in the non-scien-
tific publication ‘Big picture’ platforms boost fight against online terror activity, on 29" November 2018,
available at the following link https://horizon-magazine.eu/article/big-picture-platforms-boost-fight-against-

online-terror-activity.html, below a visual example is reported.

C 8 https://cordis.europa.eu/p

235 App  Perun accesso rapido, inserisci i preferiti nella barra. Importa preferiti adesso...

HOME RESULTS PACKS PROJECTS & RESULTS RESEARCH*EU MAGAZINES NEWS & EVENTS ABOUT US Q ()

9S8  Detecting and ANalysing TErrorist-related online contents and financing activities

Objective

Project information
Money underpins all terrorist activities (without money propaganda, training, recruitment, and support

are less effective or null). The disruption of terrorist financing activity is a key element in any fight DANT E
against terrorism.
DANTE will deliver effective, efficient and automated data mining, analytics solutions and an integrated Grant agreement ID: 700367

system to detect, retrieve, and analyse huge amounts of heterogeneous and complex multimedia and
multi-language (in five languages) terrorist-related contents from both the Surface and the Deep Web,
including the Dark Nets.

Status
Ongoing project

The ultimate goal is to discover (by “connecting the dots”), analyse and monitor potential terrorist- Start date End date
related activities and people, with focus on online fund raising activities, but also considering 1 September 2016 28 February 2019
propaganda, training and disinformation.

The challenging results of DANTE are achievable by exploiting, improving and integrating several Funded under

existing data mining and analysis tools (mostly provided and owned by the partners; some already with H2020-EU.3.7.

high TRL). These tools and services will be further evolved and enhanced to be put at the service of the

requirements provided by LEA partners (Guardia Civil, Policia Judiciaria, Home Office, Carabinieri). Thus, Overall budget "

atartina fram lah and nra-nratntuna tnnle and methnde a market readv nradiict with hinhar TR will he €619922875 —

Figure 29: Dante mention in the EU Research & Innovation Magazine
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Dante was mentioned as well in the second issue newsletter of the Security

https://www.sre2018.eu/ as reported below.
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B oo | NEWSLETTERN° 02

Security Research Event 2018

Horizon Europe

THE NEXT EU RESEARCH & INNOVATION PROGRAMME (2021 -2027)

Horizon Europe - The next EU research programme to succeed Horizon 2020 will form part
of the European Commission’s wider proposal for the EU’s 2021-2027 budget, known as the
Multiannual Financial Framework (MFF). Both the Multiannual Financial Framework and
Horizon Europe Programme proposals clearly aim to put European research even more
centrally in the political spotlight. For example, the title alone of the Commission’s MFF
proposal, “"Budget for a Union that Protects, Empowers and Defends”, is an indication that
security concerns are a political priority.

The importance that the draft MFF places on EU-funded research can be seen in its
proposed allocation of €97.6 billion for Horizon Europe, making it the EU’s biggest ever
research and innovation funding programme. By contrast, the current Horizon 2020
programme has a budget of €77 billion.

Within the new MFF proposal it is foreseen that funding for security will increase by 40%
compared to the 2014-2020 budget. For Horizon Europe’s sub-budget known as Cluster 2:
“Inclusive and Secure Society”, the Commission proposes a budget of €2.8 billion in which
security research plays a prominent role. Beyond financial issues, Horizon Europe aims to
be more ambitious in terms of delivering results to society, for which the Security Research
Event (SRE) 2018 is paving the way forward.

@DANTE

Research Event 2018
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1. DANTE (“Detecting and ANalysing TErrorist-related online
contents and financing activities”)

Concluding its work in February 2019, DANTE is compiling a set of tools, techniques,
processes and algorithms to help law-enforcement authorities identify and monitor
terrorist-related activity online. It focuses on terrorist-related fund raising, propaganda
(including recruitment, incitement, radicalisation and disinformation) and training activities.
DANTE’s tool kit is based on existing technologies but enhanced with innovative
functionalities. Its solutions comprise a system for gathering and assessing multimedia and
multilingual content from their multiple possible sources: the surface web (sites accessible
to anyone), the deep web (content not indexed by standard search engines) or the dark
web (networks requiring specific software, configurations or authorisation). DANTE aims to
identify, monitor individuals and online communities, link pseudonyms with real people
and, finally, capture and store data for further analysis. These results should significantly
reduce the time and money needed for terrorism-related investigations, thereby boosting
security levels. DANTE also takes full account of legal, ethical and privacy issues to improve
public perception of the security measures required to combat online terrorist activities.

Listening to the Web Analysis

Knowledge management  Decision

LD visval
G_ analytics

*

Search

Discovery and Information Connecting & Retrieval

monitoring extraction the dots

Intelligence
Applications

Figure 30: DANTE mention in the SRE event
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4 Linking/Interactions with other projects

The main purpose of establishing relationships with other initiatives is to create synergies among DANTE and
other projects, called sister projects, that are in the same sector of DANTE (i.e. security), in order to increase
the impact of DANTE and at the same time improve the effectiveness of the carried out activities and support
projects cross-fertilisation, by sharing lessons learnt and solutions adopted against similar faced challenges.
In order to properly achieve such objectives and identify and contact relevant projects, a methodology has
been defined from the beginning of the project to draw a path to be followed in searching and contacting
projects and to create useful means to be used in this activity. In particular the methodology adopted is
constituted by the three following steps:

e |dentifying relevant projects in the security and forensics sectors to be contacted;
e Proposing a collaboration to the identified projects;

e Following up the collaboration proposal and establishing synergies.

During the first reporting period, collaborations with the following projects have been established:

e Partner RISSC participated to the RAMSES project-end users workshop and consortium meeting, ref-
erencing the DANTE Project in order to verify possible synergies between the projects, 21 February
2017, Milan (ltaly).

e Partner RISSC participated to the NARCOMAP kick-off meeting, referencing the DANTE Project in
order to verify possible synergies between the projects - issue: relationship between NPS trafficking
and use of NPS during terrorist attacks, 9 March 2017, Bergamo (Italy).

e Partner RISSC participated to the eMORE project national seminar, referencing the DANTE Project
(link to the Project website) while talking about the possible relationships between migration and
terrorism, 28 March 2017, Rome (Italy).

e Partner RISSC participated to the NARCOMAP project workshop of experts, at a discussion about the
relationship between NPS (online) trafficking and use of NPS during terrorist attacks, 7 June 2017,
Turin (Italy).

e Partner CERTH organized jointly with ASGARD, FORENSOR and SURVANT, on the 29 August — 1 Sep-
tember 2017, in Lecce, Italy, http://avss2017.vcl.iti.gr/the workshop entitled “Analysis of video and
audio “in the Wild” Addressing real-world data sources to support the fight against crime and terror-

”

ism”.

e Partner ENG participated to the workshop organised by LASIE in Turin (Italy), on 28 September 2017.

e Links on the respective project websites have been established with projects LASIE, RAMSES, SUR-
VANT and PROTON.

e A collaboration with project TENSOR, managed by the project coordinator ENG along with partner
CERTH, has been started during the current reporting period and will continue during the next one.
Until now, a roadmap for project collaboration has been defined, representatives of both projects
have attended consortium meetings of the sister projects and an on-going discussion/collaboration
is carried out for defining and exchanging modules/know-how between the two projects.

*  Exchange of news and link with the Horizon2020 project ANITA: https://www.anita-project.eu.
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Exchange of news and links with other websites for the second reporting period:

e Links on the respective project websites have been established with project partner ENGINEERING, EX-
PERT SYSTEM, CIAOTECH, VOCAPIA, AIT, TRILATERAL RESEARCH, KULEVEN, PRAGSIS, INNOVATION ENGI-
NEERING and CERTH.

e Exchange of news and information with EUROCRIME website, below an example.

@® Non sicuro | www.eurocrime.eu;/tt

e-project,

n acce:

rapido, inserisci i preferiti nella barra. Importa preferiti adesso...

HOME EUROCRIME v EUROSHIELD/EUROPEAN FUNDING v NEWS CONTACT NEWSLETTER

@ D/ANTE

DANTE Project - Detecting and ANalysing TErrorist-related online tents and ing activiti

ne of the European Union. Secure Soci

ocietal Cha

DANTE Proje co-funded by the H2020 Framework Prograr

EuroCrime is member of DANTE ADVISORY BOARD (a valued gr¢

technical. ethical ar nce, input and fee

The project officially

The proje: to deliver more effecti

efficient. automated data mining an

huge amount of heterogeneous and col ultimedia and r anguage terrorist-related contents, from both the Surfa Web., including Dark

nets.

Figure 31: DANTE mention in the EUROCRIME website

e The description and analysis of the DANTE project on CORDIS website is provided below.

C @ httpsy/cordis.europa.eu/project/rcn/202

apido, inserisci i preferiti nella barra. Importa

HOME RESULTS PACKS PROJECTS & RESULTS RESEARCH*EU MAGAZINES NEWS & EVENTS ABOUT US

5Pl  Detecting and ANalysing TErrorist-related online contents and financing activities

[EEEET Results

Objective

Project information
Money underpins all terrorist activities (without money propaganda, training, recruitment, and support

are less effective or null). The disruption of terrorist financing activity is a key element in any fight
against terrorism. DANTE
DANTE will deliver effective, efficient and automated data mining, analytics solutions and an integrated Grant agreement ID: 700367

system to detect, retrieve, and analyse huge amounts of heterogeneous and complex multimedia and
multi-language (in five languages) terrorist-related contents from both the Surface and the Deep Web,
including the Dark Nets.

Status
Ongoing project

The ultimate goal is to discover (by “connecting the dots”), analyse and monitor potential terrorist- Start date End date
related activities and people, with focus on online fund raising activities, but also considering 1 September 2016 28 February 2019
propaganda, training and disinformation.

The challenging results of DANTE are achievable by exploiting, improving and integrating several Funded under:

existing data mining and analysis tools (mostly provided and owned by the partners; some already with H2020-EU.3.7.

high TRL). These tools and services will be further evolved and enhanced to be put at the service of the

requirements provided by LEA partners (Guardia Civil, Policia Judiciaria, Home Office, Carabinieri). Thus, Overall budget: "

atartina fram Iah and nra.nratatuna tanls and mathards 2 markat raady nradiict with hinhar TRI will he Ei0)199/228775 =

Figure 32: DANTE mention in the CORDIS website
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e MMM2019 mentioned DANTE in its website, since the project partners INNOVATION ENGINEERING,
VOCAPIA, UTRC, AGNI and CERTH attended the 25th International Conference on Multimedia Mod-
eling, held from 8th to 11th January 2019 in Thessaloniki (Greece), a leading international forum for
researchers and industry practitioners to share new ideas, original research results and practical de-
velopment experiences from all multimedia-related areas.

@ Non sicuro | mmm2019.iti.gr/co

09:20- Keynote Talk 3: Prof. Martha Larson (Session Chair: Vasileios Mezaris)

10:20

10:50- Oral Session 5A: Special Session 4 — CTA

12:30

10:50- Luis Lebron Casas and Eugenia Koblents. Video Summarization with LSTM and Deep
11:05 Attention Models

11:05- Jodie Gauvain, Lori Lamel, Viet Bac Le, Julien Despres, Jean-Luc Gauvain, Abdel
11:20 Messaoudi, Bianca Vieru, and Waad Ben Kheder. Challenges in Audio Processing of

Terrorist-related Data

11:20- George Kalpakis, Theodora Tsikrika, Stefanos Vrochidis, and Yiannis Kompatsiaris.
11:35 Identifying Terrorism-related Key Actors in Multidimensional Social Networks
11:35- Alexander Schindler, Martin Boyer, Andrew Lindley, David Schreiber, and Thomas
11:50 Philipp. Large Scale Audio-Visual Video Analytics Platform for Forensic

Investigations of Terroristic Attacks

11:50:12:05 Andrea Ciapetti, Giulia Ruggiero, and Daniele Toti. A Semantic Knowledge Discovery
Framework for Detecting Online Terrorist Networks

12:05- Konstantinos Gkountakos, Theodoros Semertzidis, Georgios Th. Papadopoulos, and
12:20 Petros Daras. A Reliability Object Layer for Deep Hashing-based Visual Indexing

Figure 33: DANTE mention in the MMM19 website

Moreover, in the framework of the conference and in collaboration with the sister project ASGARD,
project partner CERTH organized the special session entitled Large-scale big data analytics for online
counter-terrorism applications.
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Figure 34: DANTE at the special session Large-scale big data analytics for online counter-terrorism applications

The session dealt with the urgency to develop and implement appropriate countermeasures to ena-
ble the Law Enforcement Agencies (LEAs) and intelligence officials to continuously monitoring in near
real time on-line relevant for the purposes of counter terrorism. It focused also on the study, design,
development and dissemination of effective, efficient, automated Big Data analytics solutions, to
search and retrieve, collect and analysed huge amounts of heterogeneous and complex terrorist-
related data from both the Surface and the Deep Web, in order to discover, detect, analyse and
monitor any possible aspect of potential terrorist-related activities.

The discussion leveraged the results of the EU-funded projects DANTE and ASGARD, but in the spirit
of openness it had welcomed contributions from the broader research community.

During the session papers were presented in order to cover topics related to indexing, deep hashing
and query optimization for very large multimedia collections; social network analysis; deep Web and
Dark Nets source analysis; information extraction and knowledge discovery from unstructured
sources; named entity recognition; human action recognition and event detection in large RGB data-
bases; speaker identification and clustering; learning social network embeddings; language identifi-
cation; acoustic event detection.

The following list of papers were presented and discussed:

e Luis Lebron Casas and Eugenia Koblents. Video Summarization with LSTM and Deep Attention Mod-
els

e Jodie Gauvain, Lori Lamel, Viet Bac Le, Julien Despres, Jean-Luc Gauvain, Abdel Messaoudi, Bianca
Vieru, and Waad Ben Kheder. Challenges in Audio Processing of Terrorist-related Data

e Andrea Ciapetti, Giulia Ruggiero, and Daniele Toti. A Semantic Knowledge Discovery Framework for
Detecting Online Terrorist Networks

e Konstantinos Gkountakos, Theodoros Semertzidis, Georgios Th. Papadopoulos, and Petros Daras. A
Reliability Object Layer for Deep Hashing-based Visual Indexing
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Jesus Jorrin and Luis Buera. DANTE Speaker Recognition Module. An Efficient and Robust Automatic
Speaker Searching Solution for Terrorism-related Scenarios

Further mentions of the DANTE project can be found at:

The SECURITY RESEARCH EVENT 2018 newsletter issue number two mentioned the DANTE project:
https://www.sre2018.eu/.

Exchange of news and link with the Horizon2020 project ANITA: https://www.anita-project.eu.
AlgorithmWatch: mentioned DANTE Project in the article Automating Society: Taking Stock of Au-
tomated Decision-Making in the EU available at the following link https://In.syncusercon-
tent.com/mfs-60:242bb81129f47e0d397eec719cce329e=== /p/Au-
tomating Society Report 2019.pdf?allowdd=0&datakey=r3xwlvOF610StNPkSkNt-
ffPgT5zVzbaxN2MPMjVM+hYHLHQz5/p1N6UN9JOM1biMiuVtsnxrMmiAVGXDH5rCrAXn-
ViLAhON2UFFGaHNKw+GPFqovHI9GI5YkcB2BmKMk/Vt8BRr88kalDXh/hg6ZdI-
ojrc1gp3xnIL+GOIFhv59Se42wAXkzhuAOdmoxWJT97ZZCNJTJZXxNd2h5HWPX5MyDnQZnRjPsZICi-
0ZKYN4AFoR/WdtJmkbkSWpzhNfLRQb+6TQkf5WWaDky52nocMx+H2tsU-
hYu7g9rxwwpPcQqsOXyJIwj1B4altKOCvHUov+z9gNOPYQ94NO/cllgritBg&engine=In-
3.1.0&errurl=k4A079HKG27cQSB0Xa8uVfutlJWD4niNFKV8m-+arJLLbcuD/pibh58xQ4bi/0StDDV1g5Y
unkotX8Apw4iA88VITzSzE70T-
PpkOwunigrlylWh2+agw5QbYfnmBtj6hirdN7xzHnEcK53sLpCRav5F9g5XVLIST3Kr3lyfX3FxLxvI82.
Exchange of news and information with the platforms SIRIUS and ILEANET.

The EL PAIS mentioned DANTE in an online article written by EXPERT SYSTEM: La Inteligencia artifi-
cial que detecta amenazas terroristas. The article is available at this link: https://elpais.com/tecno-
logia/2019/01/02/actualidad/1546466761 871053.html
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= ELPAIS TECNOLOGIA

“Los mensajes de odio en los que se

descalifica al infiel son los mas tipicos Esta (CCIIO]Ogi'd se utiliza
y los mas faciles de detectar”, afirma en los I)I'OYCCIOS Dante y
Gémez. Precisamente, el uso del Trivalent, que estin
término “infiel” puede ser un indicativo financiados por la

de esta terminologia radical. En los Comision Europea

textos yihadistas, también suelen estar

presentes las armas, explosivos y el
Coran: “Es muy curioso porque algo
que en principio es solamente un simbolo religioso se utiliza para dar legitimidad

alo que estan haciendo”.

La inteligencia artificial desarrollada por Expert System detecta, por un lado, la
aparicion de terminologia yihadista en estos textos y, por otro, hace un analisis
mas profundo para clasificar los textos en las distintas narrativas que los grupos
yihadistas utilizan para radicalizar a sus simpatizantes. A partir de estos datos,
los cuerpos policiales son capaces de detectar a personas que pueden estar
siendo adoctrinadas en el terrorismo.

Figure 35: DANTE mention in the EL PAIS website

e DANTE was mention in the DAS MAGAZIN DER MANDELSKAMMER HAMBURG website, with the
article Mit Software Gegen Terror made by partner PROMT in June 2017, available here: http://ham-
burger-wirtschaft.de/pdf/062017/index.htm|#44/z.

Moreover, five sister projects (i.e. TENSOR, SURVANT, Red Alert, ANITA, ASGARD, I-LEAD) were invited to
present their achievements at the Lisbon event on November 2018. TENSOR and SURVANT had also the op-
portunity to present a system demo.

Five projects (ANITA, ASGARD, SURVANT, ILEANet and SIRIUS) were presented to the final DANTE workshop
in Rome on the 20" of February 2019. SURVANT had the opportunity to present the final version of the
platform.

A dedicated page in the project website lists all sister projects exchanging their web site link with DANTE.
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HOME

PRQJECT  PARTNERS  DISSEMINATION

PROJECTRESULTS ~ NEWS

HOME

Sister Projects

‘The LASIE project aims to design and

an open and

supporting analysts in handling and analysing huge amounts of heterogeneous it
data LASIE will significantly increase the efficiency of current investigation pr:
providing automated analysis of forensic data acquired from a variety of different 3
inchuding CCTV surveillance content, confiscated desktops and hard disks, mobile devices,
Internet, social networks, itten and calli i

Website: www.asie-project.eu
Contact Mail- info@lasie-project.eu

. RAMSES

The overall objective of RAMSES is to design and develop a holistic, intelligent, scalable and
modular platform for La foroement Agencies (LEAs) to facilitate digital Forensic
Investigations. The system will extract, analyse, link and interpret information extracted
from Internet related with financizlly-motivated malware

Website: ramses2020 eu

Contact Mail- info@ramses2020.eu

SISTERPROJECTS ~ LINKS

CONTACT

LATEST NEWS & EVENTS

17T NOV 2017
First newsletter released

The first DANTE newsletter has just been
released and it focuses on the DANTE use
cases. Click here to view it

MORE
10 AP

Collabaration started among the projects
DANTE and PROTON

The DANTE project is glad to announce that
collaboration with a relevant H2020 co-
funded project
PROTON(www.projectproton.eu/) started.
PROTON aims at improving existing

the processes of i
to organised crime and terrorist networks
through [..]

14 FEB 2017

Collabaration started among the projects
DANTE and RAMSES

The DANTE project is glad to announce that
collaboration with a relevant H2020 co-
funded project RAMSES
(httpuframses2020.eu) started. RAMSES's
to design and developa
holistic, intelligent, scalable and modular

rlatfarm far T aue T 1

Figure 36: DANTE sister projects page
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5 The End User Advisory Board

5.1 The End User Advisory Board functions and objectives

The function of the End User Advisory Board (EUAB) is to ensure an expert, external and impartial point of
view so as to support the DANTE consortium in providing on the one hand suggestions for effective develop-
ment and implementation of the project, and on the other hand feedback on the features and framework
set up, by testing and evaluating their effectiveness.

The EUAB consists of a number of external experts, particularly interested in DANTE topics and expected
results, having expertise in the areas of interest of the DANTE project. EUAB will sustain the DANTE consor-
tium by means of open discussions when coming across crucial project management decisions with respect
to definition of operational requirement and specifications, scenario prioritization, testing and validation of
the framework.

The EUAB will be maintained throughout the whole duration of the DANTE project in order to ensure an
adequate support during all the phases of the project. The feedback gathered by the EUAB is carefully taken
into account and used for eventually refining the activities performed.

The DANTE End User Advisory Board main objectives are the following:

e to bring to the project expertise related to the fight against terrorism, to investigations;

e to provide an impartial and expert vision about the project activities, in order to ensure the project
compliance with legal, ethical and privacy rules; to support project activities and discussions both on
legal and ethical aspects of the use of digital evidences (images, videos, texts and audio), taking into
account European policies;

e to provide concrete contributions and suggestions in order to identify users’ needs;

e toensure that the project will properly and correctly address them and to finally evaluate the project
results;

e to actively contribute to achieve a wide diffusion of the project results towards policy makers, Gen-
eral Public and law enforcement authorities, by supporting the DANTE consortium in the dissemina-
tion activities among their network.

5.2 The members of the End User Advisory Board

Since the proposal definition stage, the consortium identified the necessary expertise required to EUAB mem-
bers in order to support the project activities and cover the various relevant areas of the project. To this end,
relevant people belonging to police forces and counter terrorism agencies, forensic institutions and criminol-
ogy associations and having the required expertise were identified and contacted, in order to evaluate their
interest in being part of the DANTE EUAB.

Once the project started, the candidates, all coming from high prestigious institutions, public security organ-
isations and associations, confirmed their interest and were formally included in the EUAB during the advi-
sory board set up phase.

The consortium paid special attention to involving candidates coming from different European countries,
with a purpose of maximizing the diverse sensibilities about security, counter terrorism, forensic, privacy and
ethical issues, ensuring a wider expertise owned by the Advisory Board as a whole in these areas.

This ensured that all the EUAB members have adequate expertise in order to enable:
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@DANTE

Clear understanding of the constraints currently being handled in terrorist activities investigations;
Clear understanding of the end users’ needs in carrying out in such investigations;

In the next table, the list of the members of the DANTE EUAB is reported.

10

11

12

Prof. Silvia Ciotti

Dr. Dimitrios Gkritzapis

Rantos Kostantinos

Andreas Wolkenstein

Gabriele Juodkaite-Gran-
skiene

Ruth Morgan

Jonathan Betts

Karel Pelan

Bryan Zinn

Mr Scott Wilson

Jean-Francois ONA

Giannis Meletiadis

Eurocrime

officer in European & Devel-
opment Programmes Division
(E.D.P.D.)

University of Trace

Universitat Tubingen

Forensic Science Centre of
Lithuania

UCL Institute of Forensic Sci-
ence

I-Case Associates
Interpol - assistante director
Counter Terrorism

Interpol

Detective Chief Superinten-
dent at National Counter Ter-
rorism UK

Métropol Nice Cote d’Azur

PDEng, Dipl.
neer

Electrical Engi-

Ethics, privacy, crimino-
logy

End user

Security

Ethics, privacy

Forensics

Forensics

Security (former end
user)

End user

End user

Counter terrorism ex-
pert

End-user

Sales Support & Project
Manager

Table 1: End User Advisory Board members

53

EL

EL

DE
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UK

UK
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5.3 The letter of confidentiality

All the EUAB members have been requested to sign a Letter of Confidentiality, in order to establish a frame-
work of cooperation between the EUAB members and the DANTE consortium and to clearly define the re-
guirements in terms of privacy and confidentiality and non-disclosure.

The Letter of Confidentiality has been signed by all the EUAB members. In Annex the template of this docu-
ment is reported.

54



D12.4 - Final report on Dissemination Activities @) D f_N TE

6 Conclusions

This report provides an overview of the dissemination activities carried out by the project consortium during
the whole project life time.

To summarise, the dissemination material, including graphic identity of the project, brochures and posters
for the project dissemination at events and with target groups have been prepared, published and distributed
in the website for being used in their dissemination activities.

The public website has been developed and published at the address http://www.h2020-dante.eu within

month 3 (as planned in the DOA). The website contains updated information about the project scope, aims
and benefits, the project documentation, the DANTE e-Newsletter, the link to the project sisters and infor-
mation about project progress and other news of interest related to the security topic.

The main sections of the project website were also translated in German, French, Italian, Spanish, Portu-
guese.

From the beginning of the project, four newsletters have been published and disseminated through project
and partners channels. A last one will be released before the end of the project.

In the first reporting period four workshops have been organized directly by project partners with the in-
volvement of project internal and external stakeholders. Conventional channels have been used to dissemi-
nate and communicate project results, such as papers (of which 3 open access papers), presentations,
speeches and workshops at 12 international events (conferences, international workshops, fairs) and on the
official booklet of DG HOME. The consortium is planning new submissions of papers both in international
events and journals.

In the second reporting period many dissemination activities were implemented: three workshops were or-
ganized and 12 workshops were attended, DANTE took also part in 18 conferences and two exhibitions.

Six scientific papers were published and one is currently under review.

Throughout the entire project duration, social channels have been also used such as institutional partners’
websites, social channels, electronic newsletters and online blogs to disseminate project news, events, re-
sults and newsletters.

Moreover a synergy strategy with other EU projects in the same thematic area of DANTE has been put in
place with a collaboration with 15 projects (RAMSES, NARCOMAP, eMORE, MEDIA4SEC, ASGARD, FOREN-
SOR, SURVANT, LASIE, PROTON, TENSOR, RED ALERT, SIRIUS, ILEANet, I-LEAD and ANITA).

The collaboration with the EUAB has been established involving 12 experts on ethics, privacy, criminology,
forensics, security supporting the consortium in project activities.

55



D12.4 - Final report on Dissemination Activities

7 The Dissemination Tables

@DANTE

Below are reported the dissemination tables describing the actions implemented by the project partners.

Description of events attended:

Type | Main Title Date | Place Type Size of | Coun- Link to the website
of ac- | leader of au- | audi- tries
tivi- dience | ence ad-
ties dresse
d
Con- ENGI- Security | 5- Brux- https://www.sre2018.eu/
fer- NEER- Re- 6/12 | elles,
ence ING search /18 Belgium
Event
2018
Work- | ENGI- AS- 27/3 | Belfast- | LEAs, 30 EU MSs | Asgard website
shop NEER- GARD/ | /201 | North- Secu-
ING DANTE | 8 ern Ire- | rity in-
Work- land (Ul- | dustry
shop: ster Uni-
Re- versity)
search
and the
Dark
Web -
Ethical,
Legal
and Pri-
vacy
Chal-
lenges
Work- | ENGI- 1st In- | 15/06 | Bucha- LEAs, 50 EU MSs | Red Alert project website;
shop NEER- terna- /2018 | rest- Ro- | Secu- Victoria project website;
ING tional mania rity in- https://www.comms.ro/
Work- (Poly- dustry workshops.html
shop on technic
Re- Univer-
search sity)
& Inno-
vation
for Se-
cure So-
cieties -
RISS
2018
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Con- ENGI- Octopus | 11- - Stras- | LEAs, 500 CoE https://www.coe.int/en/
fer- NEER- Confer- | 13/07 | bourg - | policy Coun- web/cybercrime/octo-
ence ING ence on | /2018 | France mak- tries pus-conference
Cyber- (Council | ers, cy- and ob-
crime of  Eu- | ber- servers
and e- rope) crime
evi- ex-
dence perts
(Council
of Eu-
rope
Task
Force on
Cyber-
crime T-
cv)
Work- | ENGI- organi- 05/06 | Leuven - | Aca- 20 Bel-
shop NEER- zation of | /2018 | Belgium | demia, gium,
ING the , (KU policy United
work- Leuven mak- States
shop Universit | €rs,
and y) gov-
presen- ern-
tation of ment
DANTE offi-
to Us cials
Mission
to the
EU, Ger-
man
Marshall
Fund
and Cen-
ter for
Democ-
racy &
Technol-
ogy
Con- ENGI- Free- 22- The LEAs, 350 EU,
fer- NEER- domand | 23/1 | Hague aca- globally
ence ING Security’ 1/18 (Nether- demia,
Euro- lands) policy
pol/ERA mak-
Confer- ers,
ence govt/
offi-
cials,
secu-
rity in-
dustry
Work- | ENGI- Work- 10/0 | Brus- Policy | 80 EUMSs | https://www.euro-
shop | NEER- | shop on | 1/19 | sels, Bel- | mak- pris.org/events/radicalisa-
ING Rat(fiicali- gium ers tion-workshop-brussels-
sation:
Eu- 2019/

57




D12.4 - Final report on Dissemination Activities

@DANTE

Funded
Projects
Tackling
Ideology
And Po-
larisa-
tion
Con- ENGI- CPDP %/2 | Brus- Aca- 1.5k Globally
fer- NEER- 2019 019 sels, Bel- | demia,
ence ING gium Policy
Mak-
ers,
Pri-
vacy
Com-
munity
Work- | ENGI- Work- 13/0 | Den LEAs, 50 EU, https://www.europol.eu-
shop NEER- shop on | 9/20 | Haag aca- globally | ropa.eu/events
ING coun- 18 demia,
tering policy
CSE mak-
ers,
govt/
58 offi-
cial, se-
curity
indus-
try
Con- ENGI- EB- 13/1 | Vienna, | LEAs, | 1K Globally | http://www.bdva.eu/nod
fer- NEER- DVF18 1/18 | Austria aca- e/964
ence ING demia,
policy
mak-
ers,
govt/
58 offi-
cial, se-
curity
indus-
try
Work- | ENGI- CoU 05/1 | Brus- LEAs, 30 EU, https://www.securi-
ShOp NEER- radicali- 2/20 SelS, Bel- | aca- g]obally tyresearch-cou_eu/
ING sation 17 gium demia,
work- policy
shop mak-
ers,
govt/
58 offi-
cial, se-
curity
indus-
try
Work- | ENGI- 9th 06/1 | Brus- LEAs, 100 EU, https://www.securi-
shop NEER- Com- 2/20 | sels, Bel- | aca- globally | tyresearch-
ING munity | 17 gium demia, cou.eu/node/18
Of Users policy
On Safe,
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Secure mak-

And Re- ers,

silient govt/

Socie- 59 offi-

ties - cial, se-

Work- curity

shop on indus-

CYBER- try

CRIME
Work- | ENGI- 13th 28- Brus- LEAs, 100 EU, https://www.securi-
shop NEER- Meeting | 29/0 | sels, Bel- | aca- globally | tyresearch-

ING of the | 3/20 | gium demia, cou.eu/node/9200

Com- 19 policy

munity mak-

of Users ers,

on Se- govt/

cure, 59 offi-

Safe, Re- cial, se-

silient curity

Socie- indus-

ties try

Description of other dissemination activities (press releases, news, nonscientific publications, etc.):

Type of | Main | Title Date Place | Type Size Coun- Link to the website
activities | leade of au- | of au- | tries
r dience | di- ad-
ence | dresse
d

Publica- ENGI- | ‘Big 29/11 | The EU https://horizon-maga-
tions on a | NEER | picture’ /18 Re- zine.eu/article /big-pic-
magazine | ING | Platforms search ture-platforms-boost-

boo'st fight & In- fight-against-online-ter-

against -

online nova- ror-activity.html

terror tion

activity Maga-

zine

Specify the estimated number of persons reached, in the context of all dissemination and communication
activities, in each of the following categories:

Scientific Community (Higher Ed- | .5
ucation, Research)

Industry > 50
Civil Society

General Public

Policy Makers >100
Media 1
Investors

Customers >100
Other
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Description of events attended:

EXPERT
SRS

@DANTE

Type | Main Title Date | Place Type Size of | Coun- Link to the website
of ac- | leader of au- | audi- tries
tivi- dience | ence ad-
ties dresse
d

Work- | EXPERT | Interna- | 21- Vienna,
shop SYSTEM | tional 25/1 | Austria

work- 0/20

shop on | 17

hybrid

statisti-

cal se-

mantic

under-

stand-

ing and

emerg-

ing se-

mantics
Con- EXPERT | Security | 5- Brux- https://www.sre2018.eu/
fer- SYSTEM | Re- 6/12 | elles,
ence search /18 Belgium

Event

2018
Tuto- | EXPERT | Tutorial | 8/10 | Monte- Scien- | 50 Interna- | http://expertsystem-
rial SYSTEM | on Hy- | /18 rey, Cali- | tific tional lab.com/hybridNLP18/
(orga- brid fornia Com-
nized Tech- munity
by us) niques and In-

for dustry

Knowle

dge-

based

NLP

Description of other dissemination activities (press releases, news, nonscientific publications, etc.):

Type

of | Main

activities | leade

r

Title

Date

Place

Type Size

of au- | of au-

dience | di-
ence

Coun-
tries
ad-
dresse
d

Link to the website
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News arti-
cle

PERT
SYS-
TEM

La inteli-
gencia ar-
tificial que
detecta

amenazas
terroristas

23/01
/2019

Spain

Gene-
ral Pu-
blic

65M
in
com-
bined
web
and
printe
d me-
dia as
of
May
2018.
43%
of
which
are in
Latin
Ameri
ca.
(https
://elp
ais.co
m/po
lit-
ica/2
018/
07/2
6/ac-
tuali-
dad/1
5325
9982
5_885
398.h
tml)
20M
uniqu
e visi-
tors
to
web-
site
on
De-
cem-
ber
2018
ac-
cord-
ing to

Spain
and
Latin
America

https://elpais.com/tecno
logia/2019/01/02 /actu-
ali-
dad/1546466761_87105
3.html
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com-
Score
(https
://pr
no-
ticias.
com/
prens
a/pre
nsa-
pr/20
1717
26-¢l-
pais-
lider-
com-
score-
dic-
iem-
bre)

Specify the estimated number of persons reached, in the context of all dissemination and communication
activities, in each of the following categories:

Scientific Community (Higher Ed- | 3,
ucation, Research)
Industry 20

Civil Society

General Public 7M (conservative estimate, assuming about 10% of El Pais readers read the article)
Policy Makers

Media
Investors

Customers
Other

Information

Description of events attended:

Type | Main Title Date | Place Type Size of | Coun- Link to the website
of ac- | leader of au- | audi- tries
tivi- dience | ence ad-
ties dresse
d

62



D12.4 - Final report on Dissemination Activities

@DANTE

Paper | CERTH | Ice2017 | 27- Medeira,
sub- special | 29 Portugal
mis- session | June
sion in ‘Fightin | 2017
a Con- g
fer- against
ence crime
using
video
analy-
sis’
Paper | CERTH "Incor- | 15 New
sub- pora- July | York,
mis- tion of | 2017 | USA
sion in Seman-
?er(_jon- tic Seg-
ence menta-
tion In-
for-
mation
in Deep
Hash-
ing
Tech-
niques
for Im-
age Re-
trieval”
in spe-
cial
session
‘Fightin
8
against
crime
using
video
analy-
sis”
Paper | CERTH | Global Janu-
sub- Flow ary
mis- and 2018
sion in Tem-
poral-
a Con- shape
fer- De-
ence scriptor
s for
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Human
Action
Recog-
nition
from 3D
Recon-
struc-
tion
Data”, in
Interna-
tional
confer-
ence on
ma-
chine
learning
and
data
mining

Con-
fer-
ence

CERTH

Security
Re-
search
Event
2018

6/12
/18

Brux-
elles,
Belgium

Wide
range
of se-
curity
stake-
hold-
ers

>800

Mainly
Europe

https://www.sre2018.eu/

Work-
shop

CERTH

Attend-
ance to
EURO-
POL
work-
shop on
Child
Sexual
Exploi-
tation

13/9
/201

The
Hague,
Nether-
lands

LEA of-
ficers
and
practi-
tioners

>50

EU
Member
states

Orga-
niza-
tion of
confe-
rence
special
ses-
sion

CERTH

Session
title
“Large-
scale
big data
analyt-
ics for
online
coun-
ter-ter-
rorism
applica-
tions”

11/1
/201

Thessa-
loniki,
Greece

Aca-
demic

>200

Global

http://mmm?2019.iti.gr
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Work- | CERTH | DANTE | 21/1 | Lisbon, LEA of- | >70 Mainly
shop end- 1/20 | Portugal | ficers Europe
user 18 and
work- practi-
shop tioners
Con- CERTH | Paper 4- La Ro- | Aca- >100 Global http://cbmi2018.univ-
fer- title 6/9/ | chelle, demic Ir.fr
ence Deep 2018 | France
paper 3D Flow
Fea-
presen tures
tation for Hu-
man Ac-
tion
Recog-
nition”
Con- CERTH | Paper 8- Thessa- | Aca- >200 Global http://mmm2019.iti.gr
fer- title “A | 11/1 | loniki, demic
ence Reliabil- | /201 | Greece
paper ity Ob- 9
ject
presen Layer
tation for Deep
Hash-
ing-
based
Visual
Index-
ing”
Scientific publications (This field is only for peer reviewed articles)
Typ | Title DOI ISSN | Au- Title | Num- Pub- Plac | Yea | Rel- | Pu Pee | Is/W
e of | of the thors | of ber, lisher eof | rof | e- blic | r- ill
sci- | scien- or the date pub | pu vant | & re- open
en- | tific eSSN jour- li- bli- | pag | pri | vie ac-
tific | publi- nal ca- ca- es vat | w cess
pub | cation or tion | tio e
li- equi n pro-
ca- va- par vide
tio lent tici d . to
n pa- this
tio pub-
n lica-
tion
A Reli- | 10.1007/978-3-030- 978- | K. 8- Spring 201 Not
ability | 05716-9_11 3- Gkou | MM 11/1/20 | er, 9 132- yet
Object 030- ntako | M - | 19 Cham 143
Con Layer 0571 s, T.| In-
fer- | for 6-9 Se- ter-
enc Deep mert na-
e zidis, tiona
pub | Hash- G.Th. | 1Con-
lica- | ing- Papa- | fer-
tion | based do- ence
Visual pou- on
'[ndex- los Mul-
ng and time-
Petro | dia
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S Mod-
Dara eling
S
Con | Deep 10.1109/CBMI1.2018.85 | 978- Atha- | Int. 01 No- | IEEE - 201
fer- | 3D 16470 1- na- Conf. | vember 8
enc Flow 5386 | sios on 2018
e Fea- - Psal- Con-
pub | tures 7021 tis ; | tent-
lica- | for -7 Geor- | Base
tion | Hu- gios d
man Th. Mul-
Action Papa- | time-
Recog- do- dia
nition pou- In-
los ; | dex-
Petro | ing
S (CBM
Dara )]
S
Jour | Deep - - Atha- | IEEE - [EEE - 201 In
nal Multi- na- Tran 8 Peer
pub | modal sios sac- Re-
lica- | Repre- Psal- | tions view
tion senta- tis ;| on
tion Geor- | Cir-
Schem gios cuits
es for Th. and
3D Papa- | Sys-
Hu- do- tems
man pou- for
Action los ; | Vide
Recog- Petro | o
nition S Tech-
Dara nol-
S ogy

*Publications accessible via OpenAIRE will be displayed automatically. Beneficiaries will only need to check if the publications are linked to
the project.

**In case of publications not registered via OpenAlIRE, the beneficiary encodes the Digital Object Identifier (DOI) and all the rest of information
is completed automatically.

Specify the estimated number of persons reached, in the context of all dissemination and communication
activities, in each of the following categories:

Scientific Community (Higher Ed- | .3,
ucation, Research)

Industry

Civil Society

General Public

Policy Makers

Media

Investors

Customers =920
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Other

| CiaoTech

Description of events attended:

Type | Main Title Date | Place Type Size of | Coun- Link to the website
of ac- | leader of au- | audi- tries
tivi- dience | ence ad-
ties dresse
d
Work- | INNO- DANTE | No- Lisbon, LEAs <100
shop VATION | Work- vem- | Portugal
ENGI- shop ber
NEER- 2018
ING
Con- INNO- Security | 5- Brux- indus- | 1000+ | Europe | https://www.sre2018.eu/
fer- VATION | Re- 6/12 | elles, try, re- | par-
ence ENGI- search /18 Belgium | search- | teci-
NEER- Event ers, pants
ING 2018 policy
mak-
ers,
practi-
tion-
ers,
end-
users
Work- | INNO- Tecno- | 10/1 | Rome, indus- | 50 http://cesi-ita-
shop VATION | logie In- | 2/18 | Italy try, re- lia.org/eventi/822 /tecnol
ENGI- forma- search- ogie-informatiche-per-la-
NEER- tive per ers, protezione-delle-infra-
ING la prote- policy strutture-critiche
zione mak-
delle in- ers,
frastrut- practi-
ture cri- tion-
tiche ers,
end-
users
Con- INNO- MMM20 | Janu- | Thessa- | Scien- http://mmm2019.iti.gr
fer- VATION | 19 ary 8- | loniki, tific
ence ENGI- 11, Greece Com-
NEER- 2019 munity
ING
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Description of other dissemination activities (press releases, news, nonscientific publications, etc.):

Type of | Main | Title Date Place | Type Size Coun- Link to the website
activities | leade of au- | of au- | tries
r dience | di- ad-
ence | dresse
d
News on | CIAO- | DANTE 19/19 | DANT | Com- Europe | https://www.h2020-
Website TECH | project of- | /2016 | E Pro- | pa- dante.eu/news/project-
ficially ject nies/ start/
started web- Re-
site search
organi-
za-
tions/
Indus-
trial
associ-
ations
News on | CIAO- | Analysis 09/02 | DANT | Com- Europe | https://www.h2020-
Website TECH | of wvideo | /2017 | E Pro- | pa- dante.eu/news/analysis-
and audio ject nies/ video-audio-wild-inter-
“in the web- Re- national-workshop-ieee-
Wild” - an site search avss-2017/
Interna- organi-
tional za-
Workshop tions/
at  IEEE Indus-
AVSS trial
2017 associ-
ations
News on | CIAO- | Collabora- | 14/02 | DANT | Com- Europe | https://www.h2020-
Website TECH | tion /2017 | E Pro- | pa- dante.eu/news/collabo-
started ject nies/ ration-started-among-
among the web- Re- projects-dante-ramses/
projects site search
DANTE organi-
and RAM- za-
SES tions/
Indus-
trial
associ-
ations
News on | CIAO- | Collabora- | 10/04 | DANT | Com- Europe | https://www.h2020-
Website TECH | tion /2017 | E Pro- | pa- dante.eu/news/collabo-
started ject nies/ ration-started-among-
among the web- Re- projects-dante-proton/
projects site search
DANTE organi-
and PRO- za-
TON tions/
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Indus-
trial
associ-
ations

News on | CIAO-
Website TECH

First
newslet-
ter re-
leased

17/11
/2017

DANT
E Pro-
ject
web-
site

Com-
pa-
nies/
Re-
search
organi-
Za-
tions/
Indus-
trial
associ-
ations

Europe

https://www.h2020-
dante.eu/news/first-
newsletter-released/

News on | CIAO-
Website TECH

DANTE
2nd News-
letter just
released!

01/03
/2018

Inno-
vation
Place
Web-
site

Com-
pa-
nies/
Re-
search
organi-
Za-
tions/
Indus-
trial
associ-
ations

>10.0
00

Europe

https://www.innova-
tion-
place.eu/news/dante-
2nd-newsletter-just-re-

leased

News on | CIAO-
Website TECH

Pubblicata
la seconda
newslet-
ter del
progetto
DANTE

02/03
/2018

cerca
& In-
nova-
zione
web-
site

Com-
pa-
nies/
Re-
search
organi-
Za-
tions/
Indus-
trial
associ-
ations

>6.00

Italy

https://www.ricercaein-
novazione.it/news/pub-
blicata-la-seconda-new-
sletter-del-progetto-
dante

News on | CIAO-
Website TECH

Second
newslet-
ter relea-
sed

24/10
/2018

DANT
E Pro-
ject
Web-
site

Com-
pa-
nies/
Re-
search
organi-
Za-
tions/
Indus-
trial

Europe

https://www.h2020-
dante.eu/news/second-
newsletter-released/
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associ-
ations
News on | CIAO- | DANTE at | 02/10 | DANT | Com- Europe | https://www.h2020-
website TECH | the Secu-| /18 E Pro- | pa- dante.eu/news/dante-
rity  Re- ject nies/ security-research-confer-
search Web- Re- ence-expo-2018/
Confer- site search
ence and organi-
Expo 2018 za-
tions/
Indus-
trial
associ-
ations
Tweet on | CIAO- | Today, 21/11 | DANT | Com- Europe | https://twit-
Twitter TECH | @h2020_ | /18 E Twit- | pa- ter.com/h2020 Dante eu
Dante_eu ter nies/ /sta-
hosts Profile | Re- tus/1065175866030915
seven EU search 584
#Hori- organi-
zon2020 Za-
projects in tions/
Lisbon, at Indus-
P] head- trial
quarters, associ-
discussing ations
about
#home-
land secu-
rity
Tweet on | CIAO- | @h2020_ | 21/11 | DANT | Com- Europe | https://twit-
Twitter TECH | Dante_eu | /18 E Twit- | pa- ter.com/h2020 Dante eu
demo ter nies/ /sta-
presenta- Profile | Re- tus/1065296384327331
tion and search 840
opinion organi-
sharing in za-
Lisbon, at tions/
P] head- Indus-
quarters trial
associ-
ations
Tweet on | CIAO- | @h2020_ | 22/11 | DANT | Com- Europe | https://twit-
Twitter TECH | Dante_eu | /18 E Twit- | pa- ter.com/h2020 Dante eu
pilots in ter nies/ /sta-
Lisbon, at Profile | Re- tus/1065593530150727
P] head- search 680
quarters. organi-
A practical za-
session to tions/
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determine Indus-
how much trial
DANTE associ-
will  help ations
law  en-
forcement
practition-
ers in their
day by day
work  of
faithing
against
crime and
terrorism!
News on | CIAO- | Second 24/10 | DANT | Com- Europe | https://www.h2020-
Website TECH | Newslet- /18 E Pro- | pa- dante.eu/news/second-
ter Re- ject nies/ newsletter-released/
leased Web- Re-
site search
organi-
za-
tions/
Indus-
trial
associ-
ations
News on | CIAO- | DANTE at | 24/10 | DANT | Com- Europe | https://www.h2020-
Website TECH | the Child | /18 E Pro- | pa- dante.eu/news/dante-
Sex  Ex- ject nies/ child-sex-exploitation-
ploitation Web- Re- cse-workshop/
(CSE) site search
workshop organi-
za-
tions/
Indus-
trial
associ-
ations
News on | CIAO- | DANTE at- | 24/10 | DANT | Com- Europe | https://www.h2020-
Website TECH | tended /18 E Pro- | pa- dante.eu/news/dante-at-
MEDI@4S ject nies/ tended-medi4sec/
EC Web- Re-
site search
organi-
za-
tions/
Indus-
trial
associ-
ations
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News on | CIAO- | DANTE 24/10 | DANT | Com- Europe | https://www.h2020-
Website TECH | collabora- | /18 E Pro- | pa- dante.eu/news/dante-
tion with ject nies/ collaboration-tensor/
TENSOR Web- Re-
site search
organi-
za-
tions/
Indus-
trial
associ-
ations
News on | CIAO- | DANTE 24/10 | DANT | Com- Europe | https://www.h2020-
Website TECH | and the | /18 E Pro- | pa- dante.eu/news/dante-
practition- ject nies/ practitioners-training-
ers train- Web- Re- sessions/
ing  ses- site search
sion organi-
za-
tions/
Indus-
trial
associ-
ations
News on | CIAO- | One day | 24/10 | DANT | Com- Europe | https://www.h2020-
Website TECH | workshop | /18 E Pro- | pa- dante.eu/news/one-day-
for the ject nies/ workshop-dante-project-
DANTE Web- Re- lisbon-pj-headquarters-
project in site search 21st-november/
Lisbon (P] organi-
headquar- za-
ters) - tions/
21st of Indus-
November trial
associ-
ations
News on | CIAO- | DANTE 26/11 | DANT | Com- Europe | https://www.h2020-
Website TECH | presented | /18 E Pro- | pa- dante.eu/news/dante-
at the ject nies/ presented-freedom-secu-
“Freedom Web- Re- rity-Killing-zero-sum-
&  Secu- site search process-conference/
rity:  Kill- organi-
ing  the za-
Zero sum tions/
process” Indus-
Confer- trial
ence associ-
ations
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@DANTE

News on | CIAO- | Newslet- | 27/11 | DANT | Com- Europe | https://www.h2020-
Website TECH | ter #3 | /18 E Pro- | pa- dante.eu/news/newslet-
now out! ject nies/ ter-3-now/
Web- Re-
site search
organi-
za-
tions/
Indus-
trial
associ-
ations
News on | CIAO- | DANTE: 27/11 | DANT | Com- Europe | https://www.h2020-
Website TECH | 2nd Train- | /18 E Pro- | pa- dante.eu/news/dante-
ing  ses- ject nies/ 2nd-training-session-1st-
sion and Web- Re- pilot-round-uc2-lisbon/
1st pilot site search
round for organi-
UC2Z in Lis- Za-
bon tions/
Indus-
trial
associ-
ations
Tweet on | CIAO- | @h2020_ | 04/12 | DANT | Com- Europe | https://twit-
Twitter TECH | Dante_eu | /18 E Pro- | pa- ter.com/h2020 Dante eu
is pre- file nies/ /sta-
sented at Twit- Re- tus/1069932107269636
the ter search 096
#SRE2018 organi-
See the za-
2nd news- tions/
letter here Indus-
http://pro trial
pager.jm- associ-
syl- ations
vain.com/
SRE2018/
newslet-
ter02/ ...
Tweet on | CIAO- | Visit the | 04/12 | DANT | Com- Europe | https://twit-
Twitter TECH | @h2020_ | /18 E Pro- | pa- ter.com/h2020 Dante eu
Dante_eu file nies/ /sta-
project at Twit- Re- tus/1069952415607201
#SRE2018 ter search 792
. See how organi-
DANTE za-
detects, tions/
retrieves, Indus-
and anal- trial
yses huge associ-
amounts ations
of hetero-
geneous
and com-
plex
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@DANTE

multime-
dia and
multi-lan-
guage ter-
rorist-re-
lated con-
tents from
both the
Surface
and the
Deep Web,
including
the Dark
Nets.
Tweet on | CIAO- | Visit the | 05/12 | DANT | Com- Europe | https://twit-
Twitter TECH | DANTE /18 E Pro- | pa- ter.com/h2020 Dante eu
stand at file nies/ /sta-
#SRE2018 Twit- Re- tus/1070287252587249
ter search 665
organi-
za-
tions/
Indus-
trial
associ-
ations
News on | CIAO- | DANTE 10/12 | DANT | Com- Europe | https://www.h2020-
Website TECH | presented | /18 E Pro- | pa- dante.eu/news/dante-
at the ject nies/ presented-sre-2018/
SRE18! Web- Re-
site search
organi-
za-
tions/
Indus-
trial
associ-
ations
News on | CIAO- | Fourth 23/01 | DANT | Com- Europe | https://www.h2020-
Website TECH | newslet- /19 E Pro- | pa- dante.eu/news/fourth-
ter re- ject nies/ newsletter-released/
leased Web- Re-
site search
organi-
za-
tions/
Indus-
trial
associ-
ations
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News on | CIAO- | DANTE 25/01 | Inno- | Com- >10.0 | Europe | https://www.innova-
website TECH | newslet- /19 vation | pa- 00 tion-
ter #4 out Place nies/ place.eu/news/dante-
now! web- Re- newsletter-4-out-now
site search
organi-
za-
tions/
Indus-
trial
associ-
ations
News on | CIAO- | Pubblicata | 25/01 | Ri- Com- >6.00 | Italy https://www.ricercaein-
website TECH | la quarta | /19 cerca pa- 0 nova-
newslet- & In- | nies/ zione.it/news/quarta-
ter del nova- Re- newsletter-per-il-pro-
progetto zione search getto-dante
DANTE! web- organi-
site Za-
tions/
Indus-
trial
associ-
ations
Tweet on | CIAO- | Legal and | 20/02 | DANT | Com- Europe | https://twit-
Twitter TECH | ethical as- | /19 E Twit- | pa- ter.com/h2020 Dante eu
pects pre- ter nies/ /sta-
sented in Profile | Re- tus/1098185580922503
the final search 169
DANTE organi-
confer- za-
ence tions/
#EUpro- Indus-
ject coor- trial
dinated by associ-
@Engi- ations
neering-
Spa
Tweet on | CIAO- | Great suc- | 22/02 | DANT | Com- Europe | https://twit-
Twitter TECH | cess for | /19 E Twit- | pa- ter.com/h2020 Dante eu
DANTE’s ter nies/ /sta-
Final Con- Profile | Re- tus/1098886600354865
ference in search 152
Rome organi-
with  the za-
participa- tions/
tion of Indus-
more than trial
50 at- associ-
tendees, ations
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@ DANTE

among
them Law
Enforce-
ment
Agencies,
the EU
Commis-
sion and
experts on
security!
#EUpro-
ject
News on | INNO- | DANTE: Gen- https://www.innova-
Website VA- Detecting eral tionengineering.eu/it/at-
TION | and ANa- Public, tivita-di-ricerca-e-
ENGI- | lysing Inves- sviluppo/
NEER | TErrorist- tors
ING related
online
contents
and fi-
nancing
activities
Scientific publications (This field is only for peer reviewed articles)
Type | Title of DO | ISSN | Au- Title Num | Pub- | Plac | Year | Rele- | Publ | Peer | Is/Wil
of the scien- | | or thors | of the | ber, lishe | eof | of vant | ic& | -re- | open
sci- tific publi- eSS jour- | date |r pub- | pub- | page | pri- | view | access
en- cation N nal or lica- | lica- | s vate pro-
tific equiv tion | tion par- vided
pub- alent tici- to this
lica- pa- publi-
tion tion cation
A seman- An- MM 201 12
Sci- tic drea M 9
en- knowledg Cia- 2019
tific e discov- petti,
paper | ery frame- Giulia
to work for Rug-
con- | detecting giero
fer- online ter- and
ence | rorist net- Da-
works niele
Toti
Sci- NETHIC: a Da- ICEIS 201 9
en- system for niele | 2019 9
tific automatic Toti,
paper | text classi- Luigi
to fication Lo-
using neu- ma-
ral net- sto,
works and
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Con- | hierar- Rosa-
fer- chical tax- rio Di
ence | onomies Flo-
* rio,
An-
drea
Cia-
petti,
Giulia
Rug-
giero,
Giu-
seppe
Mi-
scion
e

*Publications accessible via OpenAIRE will be displayed automatically. Beneficiaries will only need to check if the publications are linked to
the project.

**In case of publications not registered via OpenAIRE, the beneficiary encodes the Digital Object Identifier (DOI) and all the rest of infor-
mation is completed automatically.

Specify the estimated number of persons reached, in the context of all dissemination and communication
activities, in each of the following categories:
Scientific Community (Higher Ed- | 5572
ucation, Research)
Industry 5592
Civil Society
General Public 3941
Policy Makers 50
Media
Investors
Customers
Other

RN Slsc

Contro Ricerche e Studi Su Sicurerra e Criminaita

Description of events attended:

Type | Main Title Date | Place Type Size of | Coun- Link to the website

of ac- | leader of au- | audi- tries

tivi- dience | ence ad-

ties dresse
d

Presen | RISSC Trans- 7- Rome, It- | Stu- 14 stu-

tation national | 11/06 | aly dents dents

in the orga- /2018 coming

frame- nized from

work crime USA,

of and Eu-

train- terror- rope,

ing ism: Africa

course
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organ- Is there and
ised by anexus? Iceland
Repre-
senta-
tive
from
John
Cabot
and
UNICR

Specify the estimated number of persons reached, in the context of all dissemination and communication
activities, in each of the following categories:
Scientific Community (Higher Ed- | 50
ucation, Research)
Industry

Civil Society
General Public 14
Policy Makers
Media
Investors
Customers
Other

v PROMT®

Description of events attended:

Type Main Title Date | Place Type Size of | Coun- Link to the website
of ac- | leader of au- | audi- tries
tivi- dience | ence ad-

ties dressed

Exhibi- | PROMT | CeBit 06/2 | Hanno- | Indus- | 30 Ger- https://www.cebit.de/en/
tion 018 ver try, many
Busi-
ness,
Gen-
eral
Public,
Media

Exhibi- | PROMT | IFA 08/2 | Berlin Indus- | 30 Ger- https://b2b.ifa-ber-
tion 018 try, many lin.com

Busi-
ness,
Gen-
eral
Public,
Media
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Description of other dissemination activities (press releases, news, nonscientific publications, etc.):

Type of | Main | Title Date Place | Type Size Coun- Link to the website
activities | leade of au- | of au- | tries
r dience | di- ad-
ence | dresse
d
Publica- PROM | Mit Soft- | 06/20 | Ham- Busi- 5000 | Ger- http://hamburger-
tion T ware 17 burg ness, 0+ many wirtschaft.de/pdf/06201
gegen Ter- Media, 7 /index.html#44/z
ror Indus-
try,
Gen-
eral
Public,
Policy
Makers

Specify the estimated number of persons reached, in the context of all dissemination and communication
activities, in each of the following categories:

Scientific Community (Higher Ed-

ucation, Research)

Industry 45000+
Civil Society

General Public 10 000+
Policy Makers 1000+
Media 1000+
Investors

Customers 100+
Other
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VOCAPIA,

l(*((?l(

Description of events attended:

@DANTE

Type | Main | Title Date Place Type of | Size of | Coun- Link to the website
of ac- | leader audi- audi- tries ad-
tivi- ence ence dressed
ties
Con- | VOCA- | ISS World | 13-15 Prague, | Law >2000 interna-
fer- PIA Europe June Czech en- tional
ence 2017 2017 Repub- | force-
lic ment,
Home-
land
secu-
rity
Con- | VOCA- | ISS World | June 5 - | Prague, | Law > 2300 | interna- | https://www.issworld-
fer- | PIA Europe 72018 | Czech |en- at- tional training.com/iss_europe/
ence 2018 Repub- | force- | tendees
lic ment,
Home-
land
secu-
rity
Con- | VOCA- | MMM18 Sep Thessa- | Scien- | - interna- | http://mmm2019.iti.gr/
fer- PIA 24th Inter- | 2018 loniki, tific, In- tional
ence national Greece | dustrial
Conference
on  Multi-
media Mod-
eling
Con- | VOCA- | Security Re- | 5- Brux- - interna- | https://www.sre2018.eu/
fer- PIA search 6/12/18 | elles, tional
ence Event 2018 Bel-
gium
Scientific publications (This field is only for peer reviewed articles)
Type of Titleof | DO | ISS Au- Title Num | Pub- | Place Year | Rel- Pub- | Peer | Is/Will open access
scientific | thesci- | | N thors of ber, lishe | of pub- | of e- lic& | -re- provided to this publica-
publica- entific or the date r lication | pub- | vant | pri- vie tion
tion publi- ess jour- lica- page | vate | w
cation N nal tion s par-
or tici-
equi pa-
va- tion
lent
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@ DANTE

Paper
in  the
frame-
work of
ISCA In-
ter-
speech
2018

Ex-
plor-
ing
Tem-
poral
Re-
duc-
tion
in Di-
alec-
tal
Span-
ish: a
Large-
scale
Study
of
Leni-
tion
of
Voice
d
Stops
and
Coda-
s, lo-
ana
Va-
silesc
u,
Nidia
Her-
nan-
dez,
Bianc
a
Vieru
and
Lori
Lamel

voC
APIA

Sep
tem
ber
201

Hy-
bera-
bad,
India

201

Pub
lic-
ity

https://www.isca-
speech.org/ar-
chive/Inter-
speech 2018/

Paper
for
MMM1
9 Con-
ference

Chal-
lenge
s in
audio
pro-
cessin
g of
ter-
rorist-
re-
lated
data,
Jodie

voC
APIA

Jan-

ary
201

Thes-
salo-
niki,
Greec

201

http://mmm2019.iti
-8r/
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Gau-
vain,
Lori
Lamel
, Viet
Bac
Le, Ju-
lien
Des-
pres,
Abdel
Mes-
sa-
oudi,
Jean-
Luc
Gau-
vain,
Bianc

Vieru
and
Waad
Ben
Khe-
der

Specify the estimated number of persons reached, in the context of all dissemination and communication
activities, in each of the following categories:

Scientific Community (Higher Ed-
ucation, Research)

Industry
Civil Society
General Public <6000
Policy Makers
Media
Investors
Customers
Other

82



D12.4 - Final report on Dissemination Activities

Iy

United

Technologies

Description of events attended:

@ DANTE

Type | Main Title Date | Place Type Size of | Coun- Link to the website
of ac- | leader of au- | audi- tries
tivi- dience | ence ad-
ties dresse
d
Con- Euro- Security | 5- Brussels, | LEAs, 800 Euro- https://www.sre2018.eu/
fer- pean Re- 6/12/ | Belgium | Indus- pean
ence Commis- | search 18 try, Ac- coun-
and ex- | sion and | Event ademia tries
hibi- Austrian | 2018
tion Ministry
Aca- ITI, Multi- 8- Thessa- Aca- 500 World- http://mmm?2019.iti.gr
demic | CERTH media 11/1/ | loniki, demia, wide
confer- Model- 19 Greece Indus-
ence ing Con- try
ference
2019
Con- UTRC Analyt- 17/5/ | UTRC, Indus- 100 World- https://www.event-
fer- ics con- | 18 East try wide brite.com/e/2018-utc-ana-
ence ference Hartford, lytics-conference-tickets-
USA 45127560749?utm_source
=eb_email&utm me-
dium=email&utm cam-
paign=event re-
minder&utm_term=event-
hame
Inter- UTRC Internal | Peri- UTRC, Indus- 20 World-
nal semi- odic Cork, Ire- | try wide
semi- nars meet- | land
nars ings
Scientific publications (This field is only for peer reviewed articles)
Type | Ti- | DOI ISS | Au- | Ti- | Num- | Pub- | Plac | Ye | Rel | Pu | Pe | Is/
of sci- | tle N tho | tle | ber, lishe | eof | ar | eva | bli | er- | Will
en- of or rs of date r pub | of |nt |c re- | ope
tific the eSS the lica- | pu | pag | & | vie | n
publi- | sci N jou tion | bli | es pr |w ac-
ca- en- rna cat iv cess
tion tifi lor io at pro-
c equ n e vide
pu iva- pa dto
bli lent rti this
cat ci- pub
ion pa
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@ DANTE

tio

lica-
tion

Con-
fer-
ence

paper

Vid
€o
Su

ma
ri-

za-
tio

wit

LS
™
an

De
€p
At-
ten
tio

Mo
del

https://doi.org/10
.1007/978-3-030-
05716-9_6

978
-3-
030

057
15-

(ISB
N)

Leb
ron
Cas
as,

Ko-
ble
nts

In-
ter-
na-
tion
al
Con
fer-
enc
eon
Mul
tim
edia
Mo
de-
ling
201

25,
11/1
2/18

Sprin
ger,
Cham

Lec-
ture
Not

esin
Com
pute

Sci-
ence
(LN
CS,
vol-
ume
112
96)

20
18

67-
79

yes

yes

PLAN
NED
jour-
nal
paper

Vid
€o
Su
m
ma
ri-
za-
tio
n
wit
h
LS
™™
an
d
De
ep
At-
ten
tio
n
Mo
del
S

Leb
ron
Cas
as,

Ko-
ble
nts

20
19

yes

yes

*Publications accessible via OpenAIRE will be displayed automatically. Beneficiaries will only need to check if the publications are linked to

the project.

**In case of publications not registered via OpenAIRE, the beneficiary encodes the Digital Object Identifier (DOI) and all the rest of infor-
mation is completed automatically.
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Specify the estimated number of persons reached, in the context of all dissemination and communication
activities, in each of the following categories:

Scientific Community (Higher Ed- | 5o
ucation, Research)

Industry 600
Civil Society

General Public 100
Policy Makers

Media 50
Investors

Customers 200
Other

AGN |'|'\'|<P Now part of

Nuance

Description of events attended:

Type | Main Title Date | Place Type Size of | Coun- Link to the website

of ac- | leader of au- | audi- tries
tivi- dience | ence ad-
ties dresse
d
Con- AGNITIO | ISS 13-15 | Prague, Law en- interna-
fer- World June | Czech force- tional
ence Europe | 2017 | Republic | ment,
2017 Home-
land se-
curity

Work- | AGNITIO | Odyssey | 26-28 | Les Sa-

shop 2018 June | blesd’Ol-

2018 | onne,

France

Con- AG- ISS Pra- | 06/0 | Prague, Indus- | 100+ Interna- | https://www.issworldtrain-
fer- NITIO gue 6/20 | Czech trial tional ing.com/
ence 18 Republic
Con- AG- MMM19 | Janu- | Thessa- Scien- 100+ Interna- | http://mmm2019.iti.gr
fer- NITIO ary loniki, tific, In- tional
ence 2019 | Greece dustrial

Scientific publications (This field is only for peer reviewed articles)

Type Title | DOI ISSN Au- Title | Num- | Pub- Plac | Yea | Rel- | Pu Pee | Is/W
of sci- | of or thor of ber, lisher e of r of e- bli r- ill
en- the eSSN | s the date pub- | pub | van | c& | re- open
tific sci- jour lica- | lica- | t pri | vie ac-
publi- | en- nal tion | tion | pag | vat | w cess
ca- tific or es e pro-
tion pub- equi par vide
lica- va- tici dto
tion lent this
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pa- pub-
tio lica-
n tion
Lec- | In- Onli | Je- In- | Vol | Spring | In- | 20 pri | Yes | No
ture | ter- | https://doi.org/10.1 | ne sus | ter- | 112 | er, ter- | 18 | 70 | va
Note | na- | 007/978-3-030- ISB Jo- na- | 95 Cham | na- 4- te
sin | tion | 05710-7_58 N: rrin | tion tion 71
Com | al 978- | and | al al 5
pute | Con 3- Luis | Con Con
r Sci- | fer- 030- | Bue | fer- fer-
ence | enc 0571 | ra enc enc
book | e 0-7 e e
se- on on on
ries | Mul Mul Mul
(LNC | tim tim tim
S) edi edi edi
a a a
Mo Mo Mo
de- de- de-
ling ling ling
*Publications accessible via OpenAIRE will be displayed automatically. Beneficiaries will only need to check if the publications are linked to
the project.

**In case of publications not registered via OpenAIRE, the beneficiary encodes the Digital Object Identifier (DOI) and all the rest of infor-
mation is completed automatically.

Specify the estimated number of persons reached, in the context of all dissemination and communication
activities, in each of the following categories:

Scientific Community (Higher Ed- | Around 30 people for MMM19
ucation, Research)
Industry 50 for ISS19
Civil Society
General Public

Policy Makers
Media
Investors

Customers 50 for ISS19
Other
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AITsmzww

TOMORROW TODAY

Description of events attended:

@DANTE

Type | Main Title Date | Place Type Size of | Coun- Link to the website
of ac- | leader of au- | audi- tries
tivi- dience | ence ad-
ties dresse
d

Con- AIT 6th EDA | 27. Brusse- | De- Ca20 AllEU
fer- Work- Nov. | les fence Coun-
ence shopon | 2018 tries

Tech-

nology

Watch
Con- AIT ECSO 25th | Brussels | Cyber | CaZ20 AllEU
fer- SWG6.5 | Janu- De- Coun-
ence Meeting | ary fence tries

2019, Indus-
try

Con- AIT 8TH 7 Brussels | De- Ca25 AllEU
fer- CYBER | FEB fence Coun-
ence R&T 19 tries

AHWG

MEET-

ING
Con- AIT Al Sum- | 22.Fe | Vienna Al In- Ca. 120 | Global http://aisummit.at/wp-
fer- mit b.201 dustry content/up-
ence 2018 8 loads/2018/01/Pro-

gramm_AIINSIDESUM-
MIT-3.pdf

Con- AIT NATO 5.Nov | Buda- De- 100 All https://www.act.nato.int/
fer- SFA- .2018 | pest fence NATO futures-work
ence Work- Coun-

shop tries
Con- AIT IKT 1.10. | Albach De- 100 EU https://seminar.bun-
fer- Sicher- | 2018 fence desheer.at/pdfs/ProgKonf
ence heitsko erenz.pdf

nferenz
Con- AIT D-A-CH | 26.9. | Thun De- 20 DACH
ferenz Exper- 2018 fence

tentref-

fen

Techno-

logievo-

raus-

schau
Con- AIT NATO 24, Cadiz De- 100 All https://www.act.nato.int/
fer- SFA- April fence NATO futures-work
ence Work- 2018 Coun-

shop tries
Con- AIT DATA 13/1 | Vienna, | Indus- | 100 Global https://www.european-
fer- DRIVEN | 1/18 | Austria | tryand big-data-value-forum.eu/
ence Public
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ARTIFI- ser-
CIAL IN- vices
TELLI-
GENCE
FOR
THE FU-
TURE-
EB-
DVF18
Con- AIT Security | 5- Brux- Secu- 80 AllEU https://www.sre2018.eu/
fer- Re- 6/12 | elles, rity Coun-
ence search /18 Belgium tries
Event
2018

Specify the estimated number of persons reached, in the context of all dissemination and communication
activities, in each of the following categories:

Scientific Community (Higher Ed- | 200
ucation, Research)

Industry 100
Civil Society

General Public

Policy Makers 10
Media

Investors 2
Customers 10
Other 5
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TRILATERAL
RESEARCH

Description of events attended:

@DANTE

Type
of ac-
tivi-
ties

Main
leader

Title

Date

Place

Type
of au-
dience

Size of
audi-
ence

Coun-
tries
ad-
dresse
d

Link to the website

Work-
shop

TRILAT-
ERAL RE-
SEARCH

Knowled
ge shar-
ing
work-
shop on
privacy
impact
assess-
ment

25
July
2017

London,
UK

Con-
fer-
ence

TRILAT-
ERAL RE-
SEARCH

18th An-
nual
Confer-
ence of
the Eu-
ropean
Society
of Crimi-
nology:
Crimes
Against
Humans
and
Crimes
Against
Human-
ity, Im-
plica-
tions for
Modern
Crimi-
nology

29-
08/0
2-09

2018

Sarajevo,
Bosnia

https://www.eu-

rocrim2018.com

Description of other dissemination activities (press releases, news, nonscientific publications, etc.):

Type of | Main | Title Date Place | Type Size Coun- Link to the website
activities | leade of au- | of au- | tries
r dience | di- ad-
ence | dresse
d
Post on | TRI- The new | 01/09 | TRI- https://twitter.com/Tri-
twitter LAT- | #Dante /2016 | LAT- lateral_UK/sta-
ERAL | project ERAL tus/7712563470608998
begins to- twitter 40
day - .
profile
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@DANTE

SEAR
CH

Detecting
& Analys-
ing ter-
rorist-re-
lated
online
contents
& financ-
ing activi-
ties #Hter-
rorism
#crimi-

nology

Post on
twitter

TRI-
LAT-
ERAL
RE-
SEAR
CH

The
#Dante
project
utilises a
multi-dis-
ciplinary
and col-
laborative
approach
to im-
prove
#Intelli-
gence
processes
in coun-
tering
#terror-
ism

01/09
/2016

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com/Tri-
lateral UK/sta-
tus/7712714285407272
96

Post on
twitter

TRI-
LAT-
ERAL

SEAR
CH

The
#Dante
project
incorpo-
rates dis-
ciplinary
ap-
proaches
from
#Crimi-
nology
counter-
terrorism,
#social,
#legal
and #ethi-
calstudies
#terror-
ism

01/09
/2016

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com/Tri-
lateral UK/sta-
tus/7712865288697978
88

Post on
twitter

TRI-
LAT-
ERAL

SEAR
CH

The
#Dante
project
will foster
coopera-
tion and

01/09
/2016

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com/Tri-
lateral UK/sta-
tus/7713318481903001
61
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collabora-
tion
within
and
among
Law En-
force-
ment
Agencies.
#lawen-
forcemen-
tagencies
#terror-
ism

Post on | TRI- | The 01/09 | TRI- https://twitter.com/Tri-
twitter LAT- | #Dante /2016 | LAT- lateral UK/sta-

ERAL | project ERAL tus/7713469211599912
RE- seeks to 97

identify twitter
SEAR | 4pehav- profile

CH ioural
patterns
in people
and or-
ganiza-
tions with
#terroris-
tic intent
#terror-
ism #so-
cial #ethi-
cal

Post on | TRI- | The 01/09 | TRI- https://twitter.com/Tri-

twitter LAT- | #Dante /2016 | LAT- lateral UK/sta-
ERAL | project ERAL tus/7713620448639262

RE- | empha- twitter 76
sises

SEAR | 4 5llabo- profile

CH ration
with a
multi-dis-
ciplinary
consor-
tium of 18
partners
from 10
countries
#terror-
ism
#Crimi-
nology

Post on | TRI- | TRIs Mau- | 25/09 | TRI- https://twitter.com/Tri-
twitter LAT- | rice Said | /2016 | LAT- lateral UK/sta-

ERAL | is attend- ERAL tus/7802988354909265
RE- ing  the 92

DANTE fwitter
SEAR | vick-off profile

CH
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@DANTE

meeting
in Rome
on Detect-
ing #ter-
rorist re-
lated
online
contents
http://tril
ateralre-
search.co
m/about-
us/pro-
jects/ ...

Post
twitter

on

TRI-
LAT-
ERAL
RE-
SEAR
CH

Trilat-
eral's Cri-
sis Team
are  en-
gaged in
the analy-
sis &
drafting
of #Ethi-
cal re-
quire-
ments for
the
DANTE
project
http://tril
ateralre-
search.co
m/about-
us/pro-
jects/ ...

06/11
/2016

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com/Tri-
lateral UK/sta-
tus/7952644793197854
77

Post
twitter

on

TRI-
LAT-
ERAL
RE-
SEAR
CH

Trilateral
are com-
pleting
their first
delivera-
ble on the
DANTE
project -
visit the
project
website
to find out
more
http://w
ww.h202
0-
dante.eu/

18/01
/2017

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com/Tri-
lateral UK/sta-
tus/8217112447007211
52

Post
twitter

on

TRI-
LAT-
ERAL

Tri's
@hw88
and Mau-
rice Said
are

09/05
/2017

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com/Tri-
lateral UK/sta-
tus/8619350380862177
29
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@DANTE

RE- heading
SEAR | up to
CH Thessalo-
niki,
Greece for
the DAN-
TE's 4th
General
Assembly

Post on | TRI- Over 35| 10/05 | TRI-
twitter LAT- | repre- /2017 | LAT-

ERAL sentatives ERAL

Rg- | from 18 twitter

partner ,
SEAR organisa- profile

CH tions
spanning
10 coun-
tries are
attending
the  4th
DANTE
General
Assembly
in Thessa-
loniki

https://twitter.com/Tri-
lateral UK/sta-
tus/8622156372963368
96

Post on | TRI- Tri at the | 11/05 | TRI-
twitter LAT- | 4th Gen-| /2017 | LAT-
ERAL eral As- ERAL

RE- :ﬁ;“bly of twitter
SEAR | DANTE profile
CH project
http://w
ww.h202
0-
dante.eu/
- explor-
ing  big
#datam-
ining so-
lutions to
#security
issues

https://twitter.com/Tri-
lateral UK/sta-
tus/8626598100801699
85

Post on | TRI- Tri will be | 12/05 | TRI-
twitter LAT- -presen't- /2017 | LAT-
ERAL | Ing guide- ERAL
RE- lines for twitter

#ethical .
SEAR research profile

CH as part of
their con-
tribution
to the 4th
DANTE
general
assembly

https://twitter.com/Tri-
lateral UK/sta-
tus/8629404196085227
52
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Post on | TRI- @jmu- 18/07 | TRI- https://twitter.com/Tri-
twitter LAT- | raszkie- /2017 | LAT- lateral UK/sta-

ERAL | wiczis go- ERAL tus/8872959003594588
RE- |I&  to twitter 21
work on .

SEAR our profile
CH DANTE
project on
Detecting
and ana-
lysing ter-
rorist-re-
lated
online
contents
and fi-
nancing
activities

Post on | TRI- | TRIs 19/09 | TRI- https://twitter.com/Tri-
twitter LAT- | @hw88 is | /2017 | LAT- lateral UK/sta-

ERAL | attending ERAL tus/9100659373147463

Re- | the Sth twitter 74

General .
SEAR Assembly profile

CH for the
DANTE
project on
#radicali-
sation
#propa-
ganda
#terror-
ism

Post on | TRI- Day 2 of | 20/09 | TRI- https://twitter.com/Tri-
twitter LAT- | the /2017 | LAT- lateral UK/sta-

ERAL | DANTE ERAL tus/9104170697867182
RE- | Mmeeting - twitter 08

exploring X
SEAR | se cases. profile

CH #radicali-
zation
#terror-
ism
#H2020

Post on | TRI- A day of | 26/09 | TRI- https://twitter.com/Tri-
twitter LAT- | research | /2017 | LAT- lateral UK/sta-

ERAL | fethics ERAL tus/9126403980524789

RE- for twitter 76

hw88
SEAR onW the profile

CH DANTE
project -
http://w
ww.h202
0-
dante.eu
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@DANTE

#terror-
ism #rad-
icalisa-

News on
newslet-
ter

TRI-
LAT-
ERAL

SEAR
CH

Ensuring
an ethical
approach
to detect-
ing ter-
rorist-re-
lated
online
content
and fi-
nancing
activities

No-
vem-
ber
2017

TRI-
LAT-
ERAL
RE-
SEARC
H
news-
letter

News on
newslet-
ter

TRI-
LAT-
ERAL

SEAR
CH

The
DANTE
project
aims to
deliver
more ef-
fective, ef-
ficient,
auto-
mated
data min-
ing and
analytics
solutions
and an in-
tegrated
system to
detect, re-
trieve,
collect
and ana-
lyse huge
amounts
of hetero-
geneous
and com-
plex mul-
timedia
and multi-
language
terrorist-
related
contents,
from both
the Sur-
face and
the Deep
Web, in-
cluding
Dark nets

No-
vem-
ber
2017

TRI-
LAT-
ERAL
RE-
SEARC
H
news-
letter
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@DANTE

Post
twitter

on

TRI-
LAT-
ERAL
RE-
SEAR
CH

In our
blog, we
outline
key ethi-
cal con-
sidera-
tions in
the devel-
opment of
#innova-
tive
#techno-
logical so-
lutions to
detect
#terror-
ist-re-
lated ac-
tivities.
#DataAna
lytics for a
better
#intelli-
gence
against
#terror-
ism
@h2020_
Dante_eu
Read
more
here:
https://g
oo.gl/r1Y
mU6

07/12
/2017

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com/Tri-
lateral UK/sta-
tus/9387944792171847
68

Post
twitter

on

TRI-
LAT-
ERAL
RE-
SEAR
CH

We work
with our
partners
to de-
velop
#techno-
logical so-
lutions to
detect
#terror-
ist-re-
lated ac-
tivities.
Read
early ethi-
cal con-
sidera-
tions in
applying
#dataanal
ytics  to
develop

19/12
/2017

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com/Tri-
lateral UK/sta-
tus/9431476635825684
49
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@DANTE

#intelli-
gence
against
#terror-
ism
@h2020_
Dante_eu
#ethics
http://go
0.gl/r1Ym
U6

Post
twitter

on

TRI-
LAT-
ERAL
RE-
SEAR
CH

Is com-
bating the
spread of
#extrem-
ist #prop-
aganda
also a
question
of corpo-
rate re-
sponsibil-
ity?
@h2020_
Dante_eu
we  are
collabo-
rating
with
other
partners
to disrupt
#radicali-
sation
and prop-
aganda on
the #web.
@guardi-
antech
Read
more:
https://g
00.gl/w8i
AeM
https://g
00.gl/C3C
EXw

11/01
/2018

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com/Tri-

lateral UK/sta-
tus/9514169012337172

53

Post
twitter

on

TRI-
LAT-
ERAL
RE-
SEAR
CH

We work
with our
partners
to de-
velop
#techno-
logical so-
lutions to
detect
#terror-
ist-

06/03
/2018

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com/Tri-
lateral UK/sta-
tus/9710105084417720
32
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@DANTE

related
activities.
Read
early ethi-
cal con-
sidera-
tions in
applying
#DataAna
lytics  to
develop
#intelli-
gence
against
#terror-
ism
@h2020
Dante eu
#ethics
http://go
o.gl/r1Ym
U6

Post
twitter

on

TRI-
LAT-
ERAL
RE-
SEAR
CH

We work
with our
partners
to de-
velop
#techno-
logical so-
lutions to
detect
#terror-
ist-re-
lated ac-
tivities.
Read our
early ethi-
cal con-
sidera-
tions in
applying
#dataanal
ytics  to
develop
#intelli-
gence
against
#terror-
ism
@h2020_
Dante_eu
#ethics
http://go
0.gl/r1Ym
U6

09/04
/2018

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com/Tri-
lateral UK/sta-
tus/9833168482582405
13
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@DANTE

Post on
twitter

TRI-
LAT-
ERAL
RE-
SEAR
CH

We are
proud to
work with
our part-
ners  to
develop
#techno-
logical so-
lutions to
detect
#terror-
ist-re-
lated ac-
tivities.
Read our
early ethi-
cal con-
sidera-
tions in
applying
#dataanal
ytics  to
develop
#intelli-
gence
against
#terror-
ism
@h2020_
Dante_eu
#ethics
http://go
0.gl/r1Ym
U6

22/04
/2018

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com/Tri-
lateral UK/sta-
tus/9869049152587694
09

Post on
twitter

TRI-
LAT-
ERAL

SEAR
CH

We work
with our
partners
to de-
velop
#techno-
logical so-
lutions to
detect
#terror-
ist-re-
lated ac-
tivities.
Read our
early ethi-
cal con-
sidera-
tions in
applying
#dataanal
ytics  to
develop
#intelli-
gence

22/05
2018

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com/Tri-
lateral UK/sta-
tus/9988869435545067
52
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@DANTE

against
#terror-
ism
@h2020_
Dante_eu
#ethics

Post
twitter

on

TRI-
LAT-
ERAL
RE-
SEAR
CH

How to
improve
intelli-
gence
processes
in coun-
tering
#terror-
ism? Tri-
lateral is
collabo-
rating
with
@h2020_
Dante_eu
partners
to de-
velop
#techno-
logical so-
lutions to
detect
#terror-
ist-re-
lated ac-
tivities.
#cyberse-
curity
Read all
about it
here
http://go
0.gl/r1Ym
U6

05/06
/2018

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com /Tri-
lateral UK/sta-
tus/1005042756371275
776

Post
twitter

on

TRI-
LAT-
ERAL
RE-
SEAR
CH

How to
improve
intelli-
gence
processes
in coun-
tering
#terror-
ism? Tri-
lateral is
collabo-
rating
with
@h2020_
Dante_eu
partners
to de-
velop

21/06
/2018

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com /Tri-
lateral UK/sta-
tus/1009745996740321
280
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@DANTE

#techno-
logical so-
lutions to
detect
#terror-
ist-re-
lated ac-
tivities.
#cyberse-
curity
Read all
about it
here
http://go
0.gl/r1Y¥Ym
U6

Post on | TRI-

twitter

LAT-
ERAL
RE-
SEAR
CH

Is there
an ethical
approach
to dealing
with ter-
rorist-re-
lated
online ac-
tivities?
Read our
early ethi-
cal con-
sidera-
tions in
applying
#dataanal
ytics  to
develop
#intelli-
gence
against
#terror-
ism
https://bi
tly/2KA]
xCH
#ethics
@h2020_
Dante_eu

05/07
/2018

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com /Tri-
lateral UK/sta-
tus/1014798195422048
256

Post on | TRI-

twitter

LAT-
ERAL

SEAR
CH

Is there
an ethical
approach
to dealing
with ter-
rorist-re-
lated
online ac-
tivities?
Read our
early ethi-
cal

16/07
/2018

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com /Tri-
lateral UK/sta-
tus/1018824315532242
944
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@DANTE

consider-
ations in
applying
#dataanal
ytics  to
develop
#intelli-
gence
against
#terror-
ism
https://bi
tly/2KA]
xCH
#ethics
@h2020_
Dante_eu

Post
twitter

on

TRI-
LAT-
ERAL

SEAR
CH

Is there
an ethical
approach
to dealing
with ter-
rorist-re-
lated
online ac-
tivities?
Read our
early ethi-
cal con-
sidera-
tions in
applying
#dataanal
ytics  to
develop
#intelli-
gence
against
#terror-
ism
https://bi
t.ly/2KA]
xCH #eth
ics
@h2020

Dante eu

11/09
/2018

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com /Tri-
lateral UK/sta-
tus/1039526229894807
552

Post
twitter

on

TRI-
LAT-
ERAL
RE-
SEAR
CH

Powerful
talks on
#CrimesA

gainstHu-
manity
@esc eu-
rocrim
confer-
ence in
#Sara-
jevo. We
will be

29-08-
2018

TRI-
LAT-
ERAL
twitter
profile

https://twitter.com/Trilat-
eral UK/sta-
tus/103477441508551475
2
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sharing
our work
within
@h2020
Dante eu
project
#eu-
rocrim20
18 @Tri-
lat-

eral UK
Read
more
about the
implica-
tions for
modern
#crimi-
nology
https://bi
t.ly/2stpj
1H @Oliv

ialannelli

Specify the estimated number of persons reached, in the context of all dissemination and communication
activities, in each of the following categories:

Scientific Community (Higher Ed-
ucation, Research)

Industry

Civil Society

General Public

Policy Makers

Media

Investors

Customers

Other
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[®eustolech

Computing

Description of events attended:

Type | Main Title Date | Place Type Size of | Coun- Link to the website
of ac- | leader of au- | audi- tries
tivi- dience | ence ad-
ties dresse
d

Con- DEUST | Security | 5- Brux- https://www.sre2018.eu/
fer- OTECH | Re- 6/12/ | elles,
ence search 18 Belgium

Event

2018

Scientific publications (This field is only for peer reviewed articles)

Type of sci- | Title DOI ISSN Au- Title Num- | Pub- Place | Year Rele- | Public | Peer- | Is/Will
entific pub- | of the or thors | ofthe | ber, lisher | of of vant & pri- | re- open
lication sci- eSSN jour- date pub- pub- pages | vate view | access
en- nal or lica- lica- par- pro-
tific equiv- tion tion ticipa- vided
pub- alent tion to this
lica- publi-
tion cation
Con- Neu- Else- Inre- | Inre- Yes Yes
Journal Pa- tent- ro- vier view view
per based com-
au- puting
thor-
ship
iden-
tifica-
tion
for
short
texts

*Publications accessible via OpenAIRE will be displayed automatically. Beneficiaries will only need to check if the publications are linked to
the project.

**In case of publications not registered via OpenAIRE, the beneficiary encodes the Digital Object Identifier (DOI) and all the rest of infor-
mation is completed automatically.

Specify the estimated number of persons reached, in the context of all dissemination and communication
activities, in each of the following categories:

Scientific Community (Higher Ed- | 5
ucation, Research)

Industry
Civil Society
General Public

Policy Makers
Media
Investors

Customers
Other
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Pragsis ‘ Bidoop

Blg Data Analytics

Description of events attended:

@DANTE

Type | Main Title Date | Place Type Size of | Coun- Link to the website
of ac- | leader of au- | audi- tries
tivi- dience | ence ad-
ties dresse
d
Con- PRAG- XXXV 20t Seville Scien- | 100- Spain, http://www.sepln2018.co
gress SIS Con- Sep- tific 150ppl | United | m
gress of | tem- com- States,
The ber munity Austria.
Spanish and the
Society com-
for Nat- panies
ural spe-
Lan- cial-
guage ized in
Pro- NLP
cessing
(SEPLN
)
Description of other dissemination activities (press releases, news, nonscientific publications, etc.):
Type of | Main | Title Date Place | Type Size Coun- Link to the website
activities | leade of au- | of au- | tries
r dience | di- ad-
ence | dresse
d
Publica- Marta | Advanced | Sep- http://jour-
tion in sci- | Rome | analytics tember nal.sepln.org/sepln/ojs/
entific ro tool  for | 2018 ojs/index.php/pln/arti-
journal Her- crimino- cle/view/2018-61-
(SEPLN) nan- logical re- 27/3400
dez search of
terrorist
attacks
Post on | PRAG | Intelli- Janu- Web Gral 150 Global https://prag-
website SIS gence ary, public | ppl sis.com/en/2019/01/30
Analysis: | 2019 /intelligence-analysis-
DANTE dante-project/
project
Post on | PRAG | Intelli- Febru- | Linked | Gral 1758 | Global https://www.linkedin.co
LinkedIn | SIS gence ary, In public | ppl m/feed /up-
Analysis: 2019 date/urn:li:activ-
DANTE ity:64985058745359114
project 24
Tweet on | PRAG | Marta Ro- | Sep- Twit- Gral 946 Global https://twit-
twitter SIS mero pre- | tem- ter public | ppl ter.com/zoko84 /sta-
senta la | ber, tus/1042733976954302
herra- 2018 464
mienta de
analisis
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para la in-
vestiga-
cion de
ataques
terroristas
en
#SEPLN2
018 @Bi-
doop_ES
@h2020_
Dante_eu

Scientific publications (This field is only for peer reviewed articles

Type Title of DOI ISS Au- | Title Num | Pub- Place | Year | Rel- | P | Peer | Is/Will open ac-
of sci- | the scien- N tho | ofthe | ber, lisher of of e- u -re- cess
en- tific pub- or rs jour- date publi- | pub- | vant | bl | vie provided to this
tific lication eSS nal or ca- lica- | pag ic | w publication
publi- N equiv tion tion | es &
ca- alent P
tion ri
\%
at
e
p
ar
ti
ci
p
at
io
n
Ad- ISS | Ma Pro- | v Socie- 201 ac- YES
Pub- | vanced http:// | N rRtg cesa- | 61 gidaﬁo online | 8 Zzpt http://jour-
ll'Ca' analyt- | dx.doi. | 19 | . | mien Il)él- lagara nal.sepln.org/ lp.or.
tion | icstool | org/10 | 89- | ro | to 184, | el Pro- sepln/ojs/ojs
in | for 26342 | 75 [Mer [del | sep fcesa in-
SCI- | crimino- | /;5a10 | 53 | ™ | Len- miento dex.php/pln
: 2018- nd . |8 del :
en- | Jogical ez | U3 Len- arti-
tific | re- 61-27 e guaje cle/view/201
jour‘ Search Na- Natural 8'61'27 3400
nal of ter- tural
rorist
attacks

Specify the estimated number of persons reached, in the context of all dissemination and communication
activities, in each of the following categories:

Scientific Community (Higher Ed- | 5,
ucation, Research)

Industry 50
Civil Society
General Public 3704

Policy Makers
Media
Investors

Customers
Other

106



D12.4 - Final report on Dissemination Activities

B umec

Description of events attended:

@DANTE

Type
of ac-
tivi-
ties

Main
leader

Title

Date

Place

Type
of au-
dience

Size of
audi-
ence

Coun-
tries
ad-
dresse
d

Link to the website

Con-
fer-
ence

KUL

Paper
submis-
sion in
the
frame-
work of
the EI-
SIC
2017

10
Sep-
tem-
ber
2017

Attica,
Greece

Con-
fer-
ence

KUL

Next
genera-
tion
commu-
nity po-
licing
confer-
ence
2017

Octo-
ber
2017

Hera-
klion,
Greece

Con-
fer-
ence

KUL

Paper
submis-
sion in
the
frame-
work of
the
Com-
puters,
privacy
and
data
protec-
tion

Janu-
ary
2018

Brus-
sels, Bel-
gium

Organ-
ization
of a
Work-

shop

KUL

AS-
GARD/
DANTE
Work-
shop:
Re-
search
and the
Dark
Web -
Ethical,
Legal
and

27/3
/201

Belfast-
North-
ern Ire-
land (Ul-
ster Uni-

versity)

LEAs,
Secu-
rity in-
dustry

30

EU MSs

Asgard website
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@DANTE

Privacy

Chal-

lenges
Work- | KUL 1st In- | 15/06 | Bucha- LEAs, 50 EU MSs | Red Alert project website ;
shop terna- /2018 | rest- Ro- | Secu- Victoria project website;

tional mania rity in- https://www.comms.ro/

Work- (Poly- dustry workshops.html

shop on technic

Re- Univer-

search sity)

& Inno-

vation

for Se-

cure So-

cieties -

RISS

2018
Con- KUL Octopus | 11- - Stras- | LEAs, 500 CoE https://www.coe.int/en/
fer- Confer- | 13/07 | bourg - | policy Coun- web/cybercrime/octo-
ence ence on | /2018 | France mak- tries pus-conference

Cyber- (Council | ers, cy- and ob-

crime of  Eu- | ber- servers

and e- rope) crime

evi- ex-

dence perts

(Council

of  Eu-

rope

Task

Force on

Cyber-

crime T-

cv)
Con- KUL The cy- | 31/08 | Univer- | Aca- 1k Globally | https://www.eu-
fer- ber- /2018 | sity  of | demia rocrim2018.com/
ence space as Sarajevo

a crimi- (EU-

nal ena- ROCRIM

bler: Confer-

new ence

chal- 2018)

lenges

and new

policing

ap-

proache

S
Con- KUL Victims 14- Jerusa- LEAs, 20 Globally | https://csrcl.huiji.ac.il/event
fer- of Cy-| 16/10 | lem - Is- | aca- /1st-annual-conference-hu-
ence ber- /2018 | rael (He- | demia man-factor-cybercrime-

crimes: brew Dayll

Legal As- Univer-

pects on sity of Je-

Protec- rusalem)

tion and
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@DANTE

Liabili-
ties
(Public
Policy
lessons
from
DANTE
and EU-
NITY
projects)
Organ- | KUL organi- | 05/06 | Leuven - | Aca- 20 Bel- https://www.law.ku-
ization zation of | /2018 | Belgium | demia, gium, leuven.be/citip/blog/
of a the , (KU policy United
Work- work- Leuven mak- States
shop shop Universit | €rs,
and y) gov-
presen- ern-
tation of ment
DANTE offi-
to  US cials
Mission
to the
EU, Ger-
man
Marshall
Fund
and Cen-
ter for
Democ-
racy &
Technol-
ogy
Oral KUL Free- 22- The LEAs, 350 EU, https://www.europol.eu-
presen domand | 23/1 | Hague aca- globally | ropa.eu/events/freedom-
tation Security’ 1/18 (Nether- demia, and-security
at Con- Euro- lands) policy
fer- pol/ERA mak-
ence Confer- ers,
ence govt/
offi-
cials,
secu-
rity in-
dustry
Con- KUL CT2 pro- | 12/1 | Amman LEAs 25 Jordan, | https://www.cpdpconfer-
fer- ject or-| 2/18 | (Jordan), EU ences.org
ence ganized
by
CEPOL
Oral KUL Work- 10/0 | Brus- Policy | 50 EUMSs | https://www.cpdpconfer-
presen shop on | 1/19 | sels, Bel- | mak- ences.org
tation Polariza- gium ers
at tion,
Work- Radicali-
shop zation
and
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Ideology
held by
the Eu-
ropean
Commis-
sion
Con- KUL CPDP 1/2/ | Brus- Aca- 1.5k Globally
fer- 2019 2019 | sels, Bel- | demia,
ence gium Policy
Mak-
ers,
Pri-
vacy
Com-
munity
Con- KUL The Le- | 19/02 | Rome, It- | Indus-
fer- gal value | /19 aly try re-
ence of Train- search-
ing ers,
Counter- practi-
Terror- tioners,
ism Op- end-us-
eratives ers, sci-
and Ana- entific
lysts com-
munity
Con- KUL Privacy, | 20/02 | Rome, It- | Indus-
fer- Ethical /19 aly try re-
ence and Le- search-
gal ers,
Work- practi-
shop: tioners,
Takea- end-us-
ways ers, sci-
from the entific
DANTE com-
Experi- munity
ence

Description of other dissemination activities (press releases, news, nonscientific publications, etc.):

Type of | Main | Title Date Place | Type Size Coun- Link to the website
activities | leade of au- | of au- | tries
r dience | di- ad-
ence | dresse
d
Article on | KUL Law en- | 29/05/ Aca- +200 | Globally | https://www.law.ku-
website forcement | 2018 demia, leuven.be/citip/blog/
and per- Pubic
sonal data
processing
in Italy: im-
plementa-
tion of the
Police Di-
rective and
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the new
data reten-
tion law.
Article on | KUL ICANN, 21/08/ Aca- +200 | Globally | https://www.law.ku-
website WHOIS 2018 demia, leuven.be/citip/blog/
and  the Pubic
GDPR:
three ele-
phants in
the cyber
room

Specify the estimated number of persons reached, in the context of all dissemination and communication
activities, in each of the following categories:

Scientific Community (Higher Ed- | 150
ucation, Research)

Industry 50
Civil Society 100
General Public 0
Policy Makers 100
Media 0
Investors 0
Customers 0
Other 0
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PJ

Description of events attended:

Type | Main Title Date | Place Type Size of | Coun- Link to the website
of ac- | leader of au- | audi- tries
tivi- dience | ence ad-
ties dresse
d

Con- Policia | Vox-pol | 22 Lisbon, Europe
fer- Judici- confer- | Sep- | Portugal
ence aria ence: vi- | tem-

olent ber

extrem- | 2017

ism, ter-

rorism

and the

inter-

net: pre-

sent and

future

trends

Specify the estimated number of persons reached, in the context of all dissemination and communication
activities, in each of the following categories:

Scientific Community (Higher Ed-
ucation, Research)

Industry

Civil Society

General Public

Policy Makers

Media

Investors

Customers

Other
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8 ANNEX | — Letter of Confidentiality

Letter of Confidentiality

agree to the following:

1. | have been informed that DANTE (Detecting and analysing terrorist-related online contents and financ-
ing activities) is an Innovation Action Project running from 01 September 2016 till 28 February 2019
under the European Union’s H2020 Programme, under the Grant Agreement No. 700367. The research
Consortium comprises 18 partners listed in the said Grant Agreement, of which the co-ordinator is En-
gineering Ingegneria Informatica S.p.A. in Rome, ltaly, represented by Mr Vito Morreale, e-mail:
vito.morreale@eng.it, who might be contacted with regard to any questions regarding the Project.

2. | have been informed about the purposes of the Project and have had all my questions answered to my
satisfaction.

3. Any information that | receive during the project duration, | will treat as confidential and | will not
disclose it to anybody without a prior written consent of the Consortium. Such information remains

confidential for the period of four years after the conclusion of the Project (i.e. 28 February 2023).

4. 1 will not collect, process, exchange or further use any information related to persons or specific cases
that may be released during the project duration.

5. lunderstand that the relevant European and national laws shall apply and that in the case of failure to
comply, the DANTE Consortium reserves the right to use all appropriate legal means.

Done in two copies in English, of which one is for the DANTE consortium and second for the undersigned.
Done in Milan, on 15/12/2016.

Signature

113



